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„ 11 - 1 1 special Federal Officer 

response frSl -Joivision an EC (Serial 302) and a letter 
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Set Lead 1: (Action) 


INSPECTION 

AT WASHINGTON. DC 

(U) For action deemed appropriate. 
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GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) For action deemed appropriate. 


♦♦ 


£&qRET 

3 


NSL VIO-1663 


tr o J 



(Rev. 01-31 -2003 J 



FEDERAL BUREAU OF INVESTIGATION 



Precedence: ROUTINE 


Date: 02/26/2007 


To : 


Attn: 

SAC 

b2 




CDC 

b'7E 

b6 


Counterterrorism 

Attn: 

ITOS 1, CONUS IV, Team 15 

b’7C 


Inspection 

Attn: 

IIS 


(u: 


<U> 


(U) 

b2 
hi E 


b2 

b'7E 


bi 

b6 

b7C 

b7D 

b2 

KTTT 


From: General Counsel 

NSLB/CTLU I 
Contact: SSA 


Approved By: 



DATE: 05-25-2907 

CLASSIFIED BY 55179 DHH/K3R/ >JIJ 

SEASON; 1.4 [C) 

|USSIF? ON: 05-25-2031 
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Title : 


INTELLIGENC E OVERS IGHT BOARD (IOB) 
MATTER 2007 • 


Synopsis : The 

Office of General 


Division requested that the 


l-jg. I » UliQU LUC 

nvprc . D . ,J^ nsel (0GC) review a potential Intelligence 
Oversight Board (IOB) error and determine whether it is 
reportable to the IOB. It is the opinion of OGC that the above 
-fenced matter need not be reported to the IOB . Our analysis 


(U) 0>*^ Deriv G - 3 

Declasjifyun-j^^Q2/26/2032 

(TJ) Reference: (W 278-HQ-C1229736-VIO, Serial 2126 


/k) 278 □ C136372 , Serial 122 


Details; (S) 
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Pursuant to _ this investigation," a National Security Letter (NSL) 

tol/SfVT ln acco ^ da ^ ^th 18 U S.C. §2709 seeki ng tele phone 
11 bi lling records foil — 1 teleph one numberL I 
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From: Office of the General Counsel 

278-H“C1229736-VIO, 02/26/2007 
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(u;. 

o 

7E 


telephone service was terminated 

Upon reviewing the records supplied 

th e FRT 1°^"^ ,+h a+ ~ they contained not only 

information |was the subscriber to that 

telephone number but also records rela ted to the indiviHna^ who 
was subsequently number 1 " 


fosp-Unnn rii scnvajj-y of the inadvertently obtained 


lsegregated the records and contacted 


records, FBI 

the telephone carrier, who advised the FBI to destroy the 
records, which was done. 


(U) The President, by Executive Order 12334, dated 
12/04/1981, established the President's Intelligence Oversight 
Board { PIOB) . On 09/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) and 
established the Board as a standing committee of the President's 
Foreign Intelligence Advisory Board. Among its responsibilities, 
the IOB has been given authority to review, the FBI's practices 
and procedures relating to foreign intelligence and foreign 
counterintelligence collection. 

(U) Section 2.4 of Executive Order 12863 mandates that 
Inspectors General and General Counsel of the Intelligence 
Community components (in the FBI, the Assistant Director, 
Inspection Division (INSD), and the General Counsel, Office of 
the General Counsel (OGC) , respectively) report to the IOB 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive Order or Presidential 
Directive. This language has been interpreted to mandate the 
reporting of any violation of a provision of The Attorney 
Gejneral’s Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection (NSIG) , effective 10/31/2003, or 
other guidelines or regulations approved by the Attorney General 
in accordance with EO 12333, dated 12/04/1981, if such provision 
was designed to ensure the protection of individual rights. 
Violations of provisions that merely are administrative in nature 
and not deemed to have been designed to ensure the protection of 
individual rights are generally not reported to the IOB. The FBI 
Inspection Division is required, however, to maintain records of 
such administrative violations for three years so that the 
Counsel to the IOB may review them upon request. The 
determination, as to whether a matter is "administrative in 
nature" must be made by OGC. Therefore, such administrative 
violations must be reported as potential IOB matters. 



2 


NSL VIO-1665 







b2 

b'7E ' :u: ' 


To 

Re 


c 


1 


, From: 

t^l 2 /H-Hg- r Cl229736-VIO f 


SECRET 

Office of the General 
02/26/2007 


Counsel 
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(U) w 

yS 4 NSLs are a specific type of investigative tool that 
allows the FBI to obtain certain limited types of information 
without court intervention: (1) telephone and email communication 

records from telephone companies and internet service providers 
(Electronic Communications Privacy Act, 18 U.S.C. § 2709); (2) 
records of financial institutions (which is very broadly defined) 
(Right to Financial Privacy Act, 12 U.S.C.§ 3414(a)(5)(A)); (3) a 

list of financial institutions and consumer identifying 
information from a credit reporting company (Fair Credit Reporting 
Act, 15 U.S.C.§§ 1681u(a) and (b) ) ; and (4) full credit report in 
an international terrorism case (Fair Credit Reporting Act, 15 


U.S.C. § 1681v) . NSLs may be issued in c onform] 
requirements, including 18 U.S.C. § 2709. 


ty with statutory 


(S) Here, during an authorized investigation, the FBI 
properly served an NSL on a telephone carrier requesting 
telephone toll billing records. In response, the FBI 
inadvertently received information regarding a subsequent 
subscriber which was not relevant to the investigation. The FBI 
identified the problem, and properly sequestered the 
inadvertently obtained records. The records were subsequently 
destroyed by the FBI upon the request of the telephone carrier. 


(U) Based upon these facts, in accordance with the 
terms implementing the reporting requirements of Section 2.4 of 
EO 12863, it is our opinion that this error is not reportable to 
the IOB. A record of this decision should be maintained in the 
control file for future review by the Counsel to the IOB. 
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upon the request of the 


telephone carrier, no action lead to 
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is needed. 
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From: Office of the General Counsel 

278-HQ-C1229736-VIO, 02/26/2007 


LEAD(s) : 
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b7E Set Lead 1: (Info) 




AT 



(U) For information. 


Set Lead 2: (Info) 

COUNTERTERRORISM 

AT WASHINGTON. D.C. 
(U) For information. 


Set Lead 3 : (Action) 

INSPECTION 

AT WASHINGTON T D P. 

(U) INSD should retain a record of the report of the 
potential IOB matter, as well as a copy of the OGC opinion 
concluding that IOB notification is not required for three years 
for possible review by the Counsel to the IOB. 
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Ms. Thomas 
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IOB Library 
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1 | was prepared and 

approved in accordance with the 


Attorney General Guidelines. 

The NSL was served 1 I 
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(S) On 02/0 1/2007, a prelim inary re view of the result s the 

NSL revealed that | I s upplied | | 

I This 

information was not requested by the FBI. This information was not 
utilized by the case agent in any analysis nor was it documented in 
the case file. 
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(S) On 02/01/2007, 


contacted Office of General Counsel 


(OGC) , FBIHQ, to determine the proper handlin g of the information 

received. Per the advisement of OGC, mitigated the errant 

information by completely removing pages containing o nly 

]and redacting!” ~ 


on pages containing both requested and non-requested information. 
All ori ginal pages containing errant information were sent to 
CDC . 
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INSPECTION 

AT WASHINGTON. DC 

(U) For action deemed appropriate. 
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GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) For action deemed appropriate. 
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INTELLIGENCE OVERSIGHT BOARD 
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DATE: 05-29-2007 

CLASSIFIED BY 55179 I'HE./KSR/JD 

PEAS OH: 1.4 (0) 

DECLASSIFY OCT: 05-29-2002 


b2 MATTER 2007 


Synopsis: (M) It is the opinion of the Office of the General 

Counsel (OGC) that this matter is not reoortable to the 
Intelligence Oversight Board (IOB) . Rather, it should be 
maintained in the control file for periodic review bu the Counsel 
to the IOB. 
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Declass ify>Do : 03/21/2037 


(T.T) Reference: (X/ 278-m-C129736-VIO Serial 2130 
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(U) 


[-A89455-IOB Serial 19 


Details: ()^ By EC dated 02/05/2007, 


^Field Office 


^ requested OGC review the facts of the captioned matter 

b7E] and determine whether it warranted reporting to the IOB. As 

detailed further below, this possible IOB error is not reportable 
to the IOB. 
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From: Office of the General 

8-HQ-C1 22 97 36-VIO, 03/21/2007 
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1 was prepared and 
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approved in 

accordance with Hip atinmAy 
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| This 

b7D 

information was not requested 

by the 1 

FBI. This information was 


not utilized by the case agent in any analysis nor was it 
documented in the case file. Further, it was sequestered with 
CDC . 


b4 (U) T he President, by Executive Order (EO) 12334, dated 

12/04/1981, established the President's Intelligence Oversight 
Board (PIOB) . On 09/13/1993, by EO 12863, the President renamed 
it the Intelligence Oversight Board (IOB) and established the 
Board as a standing committee of the President's Foreign 
Intelligence Advisory Board. Among its responsibilities, the IOB 
has been given authority to review the FBI's practices and 
procedures relating to foreign intelligence and foreign 
counterintelligence collection. 


(U) Section 2.4 of EO 12863 mandates that the 
Inspectors General and General Counsel of the Intelligence 
Community components (in the FBI, the Assistant Director, 
Inspection Division (INSD), and the General Counsel, Office of 
the General Counsel (OGC) , respectively) report to the IOB 
intelligence activities that they have reason to believe may be 
unlawful or contrary to EO or Presidential Directive. This 
language has been interpreted to mandate the reporting of any 
violation of a provision of The Attorney General’s Guidelines for 

FBI Natio nal Security Investigations and Foreign Intelligence 

Collection (NSIG) , effective 10/31/2003, or other guidelines or 
regulations approved by the Attorney General in accordance with 
EO 12333, dated 12/04/1981, if such provision was designed to 
ensure the protection of individual rights. Violations of 
provisions that merely are administrative in nature and not 
deemed to have been designed to ensure the protection of 
individual rights are generally not reported to the IOB. The FBI 
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From: Office of the General 

27 8-HQ-C122 97 36-VIO, 03/21/2007 
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b4 


Inspection Division is required, however, to maintain records of 
such administrative violations for three years so that the 
Counsel to the I OB may review them upon request. The 
determination as to whether a matter is "administrative in 
nature" must be made by OGC. Therefore, such administrative 
violations must be reported as potential IOB matters. 


NSLs are a specific type of investigative tool that 
allows the FBI to obtain certain limited types of information 
without court intervention: (1) telephone and email communication 

records from telephone companies and internet service providers 
(Electronic Communications Privacy Act, 18 U.S.C. § 2709); (2) 

records of financial institutions (which is very broadly defined) 
(Right to Financial Privacy Act, 12 U.S.C.S 3414(a)(5)(A)); (3) a 

list of financial institutions and consumer identifying 
information from a credit reporting company (Fair Credit Reporting 
Act, 15 U.S.C.§§ 1681u(a) and (b) ) ; and (4) full credit report in 
an international terrorism case (Fair Credit Reporting Act, 15 
U.S.C. § 1681v) . NSLs may be issued in c onformity with statntnj- y 
requirements, including 18 U.S.C. § 2709. f 


iroperlv 


(S) 

SPnfPi 


an Nbb f 


the FBI 


| r~ | provided the 

mrormation requester: ana provided inf ormation outside the time 
frame requested. Acquisition of this unrequested information by 
the FBI is not reportable to the IOB as it is third party error. 
It should be noted that the FBI's response in receiving the 
unsol icited material was commendable. Upon learning that the 
1 1 provided information beyond the scope of the NSL, the FBI 

sequestered the excess information, did not utilize it in any 

analysis and did not document it in t he case file. The only 

remai ning step to be performed is for i ~~| to contact[ 

J and ask whether the unrequested information should be 
returned or destroyed, with appropriate documentation to the 
f ile . 


(U) Based upon these facts, the bank's mistake is not 
reportable to the IOB as the FBI has not acted unlawfully or 
contrary to Executive Order or Presidential Directive. A record 
of this decision should be maintained in the control file for 
future review by the Counsel to the IOB. 
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From: Office of the General 
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Counsel 


LEAD (s) : 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON. DC 

(U) INSD should retain a record of the report cf the 
potential IOB matter, as well as a copy of the OGC opinion 
concluding that IOB notification is not required, for three years 
for possible review by the Counsel to the IOB. 
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Set Lead 2 ; (Action) 



| Field Office should contact 

and ask whether the unintentionally acquired information should 
be returned or destroyed with appropriate documentation to the 
f ile . 


cc: Ms. Thomas 

IOB Library 
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Synopsis: (ft) To report possible IOB error. 
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Set Lead 1 : 


(Action) 


INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 
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AT WASHINGTON , DC 

(U) For action deemed appropriate. 
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Inspection From: 

(X) 278-HQ-C1229' 


J6-VIQ, 02/09/2007 


-tttt r — 1 was prepared 'and approver! in =-r- 

Attorney General | ™ -i n acc oiudnce with 
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NSL revealed , Qf f J: i f re 5 Ul t$ -^,he 
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case agent in any analysis nor wa! °" was n0t utilized by the 
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To: Inspection From: 1 

Re: 278-HQ-C1229T36-VIO, 02/09/2007 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON. DC 

(U) For action deemed appropriate, 

Set Lead 2 : (Action) 

GENERAL COUNSEL 


AT WASHINGTON. DC 

(U) For action deemed appropriate 


Set Lead 3 : (Action) 



(U) To report possible IOB violation, 
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Inspection 


Attn: AD ' 

Attn: IIS, CRS 


From: General Counsel 
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Counsel (OGC) that no error was committed in this matter, and 
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ror review by the Counsel to the IOB. 
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bf T " 

7D 

9 

7 F, 


(U) 

b2 


d7j 


ICfc^IT 


b.2 

b7E. 


To : 

Re: 


sec: 


From: Office of the General Counsel 

T78-HQ'C1229736-VIO, 3/19/07 



records T 


(S) Whe n t he 

Z] t 


the NBL. 


Field Office 


here were 


reviewed the. 


which was prior to the time period requested in 


The original documents reflect ing the i nj nrmaf -i on 


CDC and 


which was not requested have been forwarded tc 
sequestered. Redacted copies which only reflect information 
requested by the NSL will be retained for the case file. 


The President, by Executive. Order 12334, dated 

12/04/1981, established the President's Intelligence Oversight 
Board (PIOB) . On 9/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) and 
established the Board as a standing committee of the President ' s 
Foreign Intelligence Advisory Board. Among its responsibilities, 
the IOB has been given authority to review the FBI’s practices 
and procedures relating to foreign intelligence and foreign 
counterintelligence collection. 


(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsel of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB "concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential Directive." This 
language has been interpreted to mandate the reporting of any 
violation of a provision of The Attorney General's Guidelines for 



b4 



NSL VIO-1682 





SECk^T 


b2 

b7E 


To: 

Re: 


From: Office of the General Counsel 

2 78 - HQ -C 122 973 6 -VI 0, 3/19/07 * 


FBI National Security Investigations and Foreign Intelligence 
Collection (NSIG) , effective 10/31/2003, or other guidelines or 
regulations approved by the Attorney General in accordance with 
E.O. 12333, dated 12/04/1981, if such provision was designed to 
ensure the protection of individual rights. Violations of 
provisions that merely are administrative in nature and not 
deemed to have been designed to ensure the protection of 
individual rights are generally not reported to the IOB. The FBI 
Inspection Division is required, however, to maintain records of 
such administrative violations for three years so that the 
Counsel to the IOB may review them upon request. The 
determination as to whether a matter is "administrative in 
nature" must be made by OGC . Therefore, such administrative 
violations must be reported as potential IOB matters, 


(U) 


bl 


bl 

b7D 

b4 

-i r\ 

DZ 

b7E 


-Cf£) NSLs are a specific type of investigative tool 

that allows the FBI to obtain certain limited types of 
information without court intervention: (1) telephone arid email 

communications record from telephone companies and internet 
service providers (Electronic Communications Privacy Act, 18 
U.S.C. § 2709; (2) records of financial institutions (which is 

very broadly defined) (Right to Financial Privacy Act, 12 U.S.C. § 
3414 (a) (5) (A) ; (3) a list of financial institutions and consumer 

identifying information from a credit reporting company (Fair 
Credit Reporting Act, 15 U.S.C. §§n 1681u(a) and (b) ; and (4) 
full credit report in an international terrorism case (Fair 
Credit Reporting Act, 15 U.S.C. § 168v) . NSLs may be issued in 


conformity yn tl 

Q. statutory requirements, including 18 U.S.C. § 

2709. j 




(S) Here, during an author--; 7F>r\ 


L 




tigation, the FBI 
In r esponse to 


1 


ecords 


properly served an NSL _ 

the properly served NSli, the FBI obtained| 

containing information beyond what it is l egally aut-hm-H 7<=d 
receive Th a- , FBI , having ascertained that I 

r — 1 t ^ +- V-i s—i ys »«, a . — . It i_ L 


D 


were beyond the scope of the NEE"; forwarded the 
'uiidijKed for information to the CDC for sequestering and redacted 
their files to reflect only information responsive to the NSL. 


By agreement with the Counsel to the IOB, it is 

our opinion that this error is not reportable to the IOB. A 
record of this decision should be maintained in the control file 
for future review by the Counsel to the IOB. 
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SECRET 


b2 

b7E 


To: 
Re l 


From: Office of the General Counsel 

1 / d-hy-C122 97 36-VIO, 3/19/07 ■ 


Set Lead 1 : (Action) 


bl 

b7D 

b4 




AT 



(S) Return original documents which r ef 1 ert 
informal ion beyond the scope of the NSL to 


Set Lead 2: (Info) 


COUNTERINTELLIGENCE 

AT WASHINGTON. DC 

(U) Read and clear. 

Set Lead 3: (Info) 

INSPECTION 

AT WASHINGTON. DC 

{ U ) Read and clear. 


1 -Ms. Thomas 

b6 1 ' 

l 


'C 


ruu niui'Jiy 


♦ ♦ 
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FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 

To : Inspection 

General Counsel 


Date: 02/16/2007 


b2 


Attn : 
Attn : 


IIS 

Room 11861 
NSLB 

Room 7975 




NSL VIO-1685 





im 

b2 

b7E 


To: 
Re : 


I.ns; 

V 



'action From: | 

2 78-HQ-C122 97 36-VIO, 02/16/2007 


<S> 


bl 

b7A 

b6 

b7C 

b7D 

b2 

b7E 

b4 


(U) 


{ 






r~ — 


however, return 


| records tor three individuals,. 

includinal 

who 

have Subscribed t_Q Hie tnienhnnp n nmho 

— 1 1 the subscriber 

for | 

Iwas - 

listed 1 , 1 



aacutional individuals 
the telephone number!^ 


(not FBI s 




:wo 


ects) who have subscribed to 
Upon rec eipt of thns P 


additional records from 
records were not rev iewknjr acted upon and'nn Ip^h infnrmJ^n 


was developed by the 


Division. 


The subscriber and 

informat ion for the two additional individuals (not 


including the subject [ I were provided to the Chief Division 
Counsel for maintenance in his safe. 

^7 4. The Office of General Counsel guidance per EC 
dated 11/16/2006, provides that an over-collection of this type 
must be reported as a potential IOB violation. 


(U) 

b2 

b7E 


) 5. 


therefore, is reporting this 


incident to OGC and the Inspection Division. Due to the fact 
that no investigative activity was conducted as a result of the 
over-capture, Philadelphia does not believe this incident to be a 
reportable IOB violation. 


bl 

b7D 

KO 


par t of I 
SAC | 

regarding this 


6- Due to . the fact that this was an error on the 

— I 1 and was not the result of agent error, 

_| recommends no administrative action be taken 
matter . 
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SECRET 


b2 (U) To: Inspection From: I I 

Re: - t$Y 27 8-HQ-C122 973 6-VIO, 02/16/2007 


LEAD (s) : 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON . DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 


GENERAL COUNSEL 

AT WASHINGTON , DC 

(U) For action deemed appropriate. 


♦♦ 
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(Rev. 01-31-2003) 


SEcks^T 

FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 

To: Inspection 

General Counsel 


Date: 

Attn : IIS 

Room 11861 
Attn: NSLB 

Room 7975 


From : 


Chief Division Counsel 

Contact: I 


Approved By: 


Drafted By: 
Case ID # : 


02/16/2007 


Cass ID #: 278-HQ-C1229736-VIO / W jggj 

Title: Intelligence Oversight Board (IOB) error 

Synopsis: To report possible IOB error. 

^ ^ Deriv^d/^rom : G-3 

Declassify On: XI 


ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOW OTHERWISE 

DATE: fi-cy-EUOV 

CLASSIFIED BY 65179 DMH/KSR/3N 

REASON: 1,4 (C! 

DECLASSIFY ON: 05-29-2032 


Potential IOB error: An NFIPM section 

authorized 8rr ° r ^ proviclin 9 a 9 ent " ith information not 
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FEDERAL BUREAU OF INVESTIGATION 


b2 

b7E 

b6 

b7C 


bl 

b7E 

b2 


(U) 


<u) 

<U) 


bl 

b6 

b7C 

b7A 

b2 

b7E 


Precedence: ROUTINE 


Date: 03/12/2007 


To : | 


Attn: 

SAC 




CDC 


Counterterrorism 

Attn: 

ITOS1, CONUS 1, 


Inspection 

Attn: 

IIS 


From: Office of General Counsel 


ID] 


Contact: UC 


Approved By: 

Thomas Julie ) 


Drafted By: 


ed5 


Case ID # : 
Title: (3^ 


«sr 278-HO-G 1 9337^ -VTO: 

(S) 


■ *S 

(Pending) 

(Pending) 


INTELLIGENCE OV ERSIGHT BOARD 
I OB MATTER 2007- 


Synopsis: it is the opinion of the Office of the General 
Counsel (OGC) that the above referenced matter need not be 
reported to the Intelligence Oversight Board (IOB) , Our 
analysis follows. 


( 


Derived 

DeclassiJ 


'12/2032 

Reference: 278-HQ-C1229736-VIO Serial 2164 

Details: (S) By elec tronic communi cation (" EC") dated 

February 16, 2007, the | 1 Division , 

reported a potential IOB error in conjunction with its o ngoing 
counter terrorism i j on ? ' 


if a United states Person as that term 

1M ae trnea m The Attorney General's Guidelines for FBI 


DATE: 05-23-D JQ7 

CLASSIFIED 37 65179 DHH/KSR/-JU 

REASON;:- 1,4 (C) 

DECLASSIFY ON: 05-23-2032 


r\ C\ 
kj vj 

b7C 


01G/D0J REVIEW 
FBI INVESTlGATi _ 
OiG/DOJ INVESTIGATION: 



ALL INFORKATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEP 
WHERE SHOCK OTHERWISE 


NSL VIO-1691 












(U) 


b2 To: 
b?E Re : 


SE^R^T 

. From: Office of General Counsel 

TX| 27 8 -HQ-C 1229 7 36- VIO, 03/12/2007 


Investigations and Foreign Intelligence Collection ("NSIG" or 
" the Guidelines " ) . 1 


bl 

b7A 

b7D 

b6 

b7C 

b2 

b7E 

b4 


(S) 


b7D 

b2 

b7E 

b4 


-L£. 


( ”NSL" ) I 


By way of background, on January 17, 2007 
issued an anminyed ECPA National Sec urity Letter 

J for telep hone number! -^ j 

subscriber f 


3 


reco 


r 


ds of 
The NSL 


did not 


only telephone number. The subscriber informat i nn f 
were ad ennatelw verified 


list the su bscriber name, 

~l" and 


agents,] 


n i pr ior t o tne issuance of the NSL letter. | 

1 returned | | records ,for three individuals, including 

J ^ 

I Unheknownst to the case 




~~l tne telephone nlimher two additional 
individual (not FBI subj ects) subscribed to telephone number. 


and 


records as well 


r j- -w v- 

provided their 


u P on receipt of the additional records from 
the case agents notif ied their rh^of ph v j s j ^ 


records 


counsel ( "CDC" j whereby the CDC directed 

be sequestered and held in his safe. The additional records were 
no t j reviewed — ^ted upon, nor was any lead information generated 


£X) As required by Executive Order (E.O.) 12863 and 
° f the Nationa l Foreign Intellige nce Program Manu al 
( NFIPM ) , OGC was tasked to determy^^^j^^ij^r I 1 

receipt of additio nal subscriber!' l - 


TT is not . 


is a matter whrcrrTTiTf^t = To^^eported to the IOB. 


records from 


(U) Section 2.4 of E.O. 12863, dated 09/13/1993, 
mandates that Inspectors General and General Counsel of the 
Intelligence Community Components (in the FBI, the Assistant 
Director, 1NSD, and the General Counsel, OGC, respectively) 
report to the IOB "concerning intelligence activities that they 
ave reason to believe may be unlawful or contrary to Executive 
Order or Presidential Directive." This language was adopted 
verbatim from E.O. 12334, dated 12/04/1981, when the IOB was 


b2 

b7E 


1 <U)^ See, referenced EC from the 
General Counsel, dated February 16, 2U07, Case ID# 278-HQ-C 
VIO Serial 2164, titled "Intelligence Oversight Board (IOB) 


to the 
229736- 
Error . " 
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(U) 

b2 

b'7E 


To : 
Re: 


S^S^ET 

_ From: Office of General 

T^5 278-HQ-C1229736-VIO, 03/12/2007 


Counsel 


(U) 


bl 


b /D 

v.o 

Kip 


b4 


bl 

b6 

b7C 

b7D 

b2 

b7E 

b7A 

b4 


known as the President's Intelligence Oversight Board ("PIOB”). 

By longstanding aereement between the FBI and the IOB (and its 
predecessor, the PIOB) , this language has been interpreted to 
mandate the reporting of any violation of a provision of the 
NSIGs , or other guidelines or regulations approved by the 
Attorney General in accordance with E.O. 12333, dated 12/04/1981, 
if such provision was designed in full or in part to ensure the 
protection of the individual rights of U.S. persons. Violations 
of provisions that are essentially administrative in nature need 
not be reported to the IOB. The FBI is required, however, to 
maintain records of such administrative violations so that the 
Counsel to the IOB may review them upon request. 


^ NSLs are a specific type of investigative tool 
that allows the FBI to obtain certain limited types of 
information without court intervention: (1) telephone and email 

communication records from telephone companies and internet 
service providers (Electronic Communications Privacy Act, 18 
U.S.C. § 2709); (2) records of financial institutions (which is 

very broadly defined) (Right to Financial Privacy Act, 12 U.S.C.S 
3414(a)(5)(A)); (3) a list of financial institutions and consumer 
identifying information from a credit reporting company (Fair 
Credit Reporting Act, 15 U.S.C.§§ 1681u(a) and (b) ) ; and (4) 
full credit report in an international terrorism case (Fair 
Credit Reporting Act, 15 U.S.C. § 1681v) . NSLs may be issued in 
confo rmity with statutory r equirements, including 18 U.S.C. § 
2709. I 


(S) In this instance, f 


NSL requesting snhsrrihpr [ 


I properly served an 
^records |_ 1 


FBI or i 
number , cnererorel 

.1 _ _ . i i i l 


^Though no fault of the 

the NSL only listed the telephone 


records beyond the scope of the NSL. 


provided 


kith 


of 

has 


(S) Based on our analysis, the over collection 
j records was not reportable to the IOB as the FBI has not 
acted unlawfully or contrary to Executive Order or Presidential 

Directive . The FBI adequa tely wrif^ed , prior to issninn t-h P _ 

NSL, 1 

was in use of the 


leiepnone numbe Fn 1 ! .^i-prUo jji the NSL. f 


I 
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(U) 02 

b7E To: 
Re: 


SECRET 

From: Office of General Counsel 

yjfl 278-HQ-C1229736-VIO, 03/12/2007 



b4 

b7D 


) 


b2 


b" 


u: 


Since the additional records in th is instance 
are not releva nt to the authorize d investigation, I 
should contact | and ask whether the 

unintentionally acquired information should be returned or 
destroyed with appropriate documentation to the file. 

(U) Based upon these facts, in accordance with the 
terms implementing the reporting requirements of Section 2.4 
of EO 12863, it is our opinion that this error is not 
reportable to the IOB. A record of this decision should be 
maintained in the control file for future review by the 
Counsel to the IOB. 
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,b 


Toi 

t>7E Re 




ska 


SECRET 

From: Office of General Counsel 

278-HQ-C1229736-VIO, 03/12/2007 


b7E 

b4 

b7D 


LEAD { s ) : 

Set Lead 1: (Action) 


_! ! M) I . 1 Field Office should contact 

I and ask whether the irrelevant unintentionally 

acquired information should be returned or destroyed with 
appropriate documentation to the file. 


Set Lead 2: (Info) 

COUNTERTERRORISM 

AT WASHINGTON. OC 
(U) For information. 


Set Lead 3 : (Action) 

INSPECTION 

AT WASHINGTON. DC 

(U) INSD should retain a record of the report of the 
potential IOB matter, as well as a copy of the OGC opinion 
concluding that IOB notification is not required for three years 
for possible review by the Counsel to the IOB. 


cc: Ms. Thomas 

b6 I 

0 IOB Library 


♦ ♦ 


SE^I 


RET 
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O" cr cr cr 


(Rev. 01-31-2003) 



ic 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: PRIORITY 


b2 d'J 

Date: 02/21/2007 


b6 

b7C 

b2 

<;u> 


To: General Counsel Attn: NSLB 



(U) Title: (^/ 


INTELLIGENCE OVERSIGHT BOARD (IOB) VIOLATION 
FBI HQ - CHARLOTTE DIVISION 


Synopsis: (U) Report of a potential Intelligence Oversight 

Board (IOB) matter. 


(U) 


5 K> 


tui 


Derived Frhnr : G-3 

Declassify/On: 02/21/2032 


Reference: OH/ . ?7ft-Hn -Qi no nic — mclo. 

bi - 


b2 

b7E 


(S) 


Enclosure (s) : (U) Enclosed for NSLB and IIS are the following: 

One copy of a series nf e-ma ils (3 pages) to include 
1 J to ASC 1 1 


b6 an e-mail from 
bgc FBIHQ, CTD, dat!&d U7/2I/2U05T 


, et al , 



1'ECLA.SSTF? 013: OS-29-2032 


NSL VIO-1696 








<u> 


To: 
Re : 


General Counsel From: Charlotte 

Iff) 2 78-HQ-C122 9736-VIO, 02/21/2007 


Dl 




(S) 


bl 

bb 

b?( 


07/07/2005, T 


( X) AS a result of 


nvestiaatinn 


1SJ 


(S), 


X 


coordinated 


(S) 


bb 

b7C 

bl 


(S) 


On or about 07/13/2005, SA | __ 

with United States Attorney's Office (USA O) , Eastern D istrict of 
North Carolina (EDNC) , Chief of Criminal. I I t-n rVht-^-in 
a Grand Jury subpoena^ f 


GA | I wen t to 

I l SA 


At ter receiving the subpoena, 
^nu mec wiuh Associate General Counsel 
served the subpoen a and had some r-er-or- rj.q 


in h^nd When he received a call from SSRA 

J had been notified by FBIHQ, I'TOS 


SSRA 


I, CONUS II, Team 6, 


that we were not to utilize a Grand Jury subpoena and that we 
must pbtain a National Securi ty Lette r (NSL) . Therefore, SA 
returned the records to[ ' 


M 


SSRAl 


advised FBIHQ that our SAC, 

I was TDY out of the Division and therefore we would need 

to complete an EC addressed to Gene ral Counsel requesting an NSL 


be approved at FBIHQ. SSRA 

ITOS I, CONUS II, that Charlotte would be required to draft the 


was then instructed by FBIHQ, 


NSL, due to time_ constraints, and then obtain approval from a 
neighboring division's SAC, flfll Jthen drafted an NSL to 


obtain the student records 


bl 

bb 

b7C 


(S) 


and forwarded the NSL to 



i 

to SAC 

l review. -ittft- 

AibL was then forwarded by SSRA 
Division, for approval. 



Aaent 

served the NSL at 


does not recall 


SECRET 
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(U) 


SEbi^ET 


To: 
Re: 


General Counsel From: Charlotte 

M 278 -HQ-C1229736-VI0, 02/21/2007 


b 1 

b 7 c(S) 


bl 

b6 

b'7C 


(S) 


bl 

b2 

b7E 3) 

b6 

b7C 


bl 
b6 
b7C. 
b2 
b7E 

b3 FGJ 

(5) 


the lhdivid.ua* s name to whom the NSL was given. TFA 


advisee 

receive 


that tine NST 


was 


was no t the annr opriats documentation to 


records 


declined to honor the NSL. 


SSRA 


then contacted CDC 


Charlotte Division, for guidan ce concerning the matt er a nd the 


[ 


questioned legality of the NSL| 
then conferred with legal co qnse I Y 
concern! rig the matter. SSRA 


CDC 


and FBIHQ, OGC, 
j also contacted ASAC 


Charlotte Division, who in turn was also in contact 

with FBIHQ. 


()k() Subsequently, SSRA 
a Grand Jury snbnnena wnnlrl be obtained 


• ' - mi 


was advised bv FBIHQ 


after,, and the Grand 

the Raleigh RA for service orf 


which was the office or origin on the 


that 


iTnrv gnhnnena would be forwarded to 


(S) 


On 07/15/2QQ5 the Raleigh RA 


X 


the Grand Jury subpoena 


~1 served V 


T 


SA 


L.U L’ UlllIJiy, s a[ 


SSRAl 


- , , aavised L 

] was in contact wit 


5 


1 tha 


and SA 


wi th tJae QranH, Jury s ubpoenal I 

After | [ resistance 

he had been s erved . 


5 


advising of 


rel nc tance to honor the Grand inrv subpoena and at this time 


_ contaqteq 
Approximately one nour later f 

' 3 » «_ . -i . ■- 


1 


concerning the matter, 
contacted the Raleigh RA and 


advised that the records were waiting for our retrieval . 



3 


NSL VIO-1698 








SECRET 

ill) To: General Counsel From: Charlotte 

Re: 278-HQ-C1229736-VIO, 02/21/2007 

LEAD ( 3 ) : 

Set Lead 1: (Discretionary) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB; For information and action deemed 
appropriate . 

Set Lead 2: (Discretionary) 

INSPECTION 

AT WASHINGTON, DC 

(U) IIS; For information and action deemed 
appropriate . 

♦♦ 


sec: 
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bb 

b7( 

bl 



Sent: 

7o: 


Thursday, July 21 , 2005 5:23 PM 
1 (CE) (FBI) 


igi Subject: R£: Facts or 

(SJ 

UNCLASSIFIED 

N ON-RE CORD 

Thanks for the rapid response. 


needed rq 


NSL letter ASAP 


ALL IHFOPflATIOa COWTAIHED 
HEREIN IS ua CLASSIFIED EXCEPT 
MKEPE SHOBIJ OTHERWISE 


bb 

bVC 


DATE: 05-29-200" 

CLASSIFIED BY 651^9 DHH/K2R/JF 
PEAS 051: 1.4 id 
DECLASSIFY OH: 05-29-2032 


b6 

b7C 



(S) 


(S) 


We originally were in the process of obtaining a subpoena in the EDNC for tha records along 
with a sealed court order to be issued by Judge Boyle, (EDNC), This process w Ls siup^ ed at the 
direction of FBIHQ, CTD, an d I was told that we needed to serve an NSL. W e prepared the NS L and it 
was e-mailed to SAC | \ Atlanta Division, signed a nd returned. Our SACj I is 


currently TDY at FBIHQ. The NSL was then served on 
he would nnl accant/hnnnr the NSL because the NSL w3S Ohiy Tor 


(S) 


bl 
b3 
bb 
_ ir 

b2 

(L b 7 E 


- i 

Jnd their legal counsel advised that 


FGv 


W e had our CDC and FBIHQ involved in inis throughout the process. 

FBIHQ, ITQS I, then advis er] i Division would be forwarding us a QJ subpoena tn serve W e 

obtained the GJ subpoene f late Friday afternoon and served it on the attorney 


He 


initially declined to honor the subpoena because he stated that we should have presente d him with ^ 
court order under the Patriot Act and also that he wanted each individual who had record^ 
be named in the subpoena. He also made some additional remarks that I will not go into at mis time 
Bottom line is we told him to consider himse lf served and provided him with the subpoena. A/SAC^ - 
lalso conta cted !" | concerning the matter at this point. About one hour 


later th 


attorney caned our office and advised the documents were ready to be picked up. 


This process delayed us approximately one day in obtaining the records. However, it occupied a 
great deal of my time and more importantly the time of two agents who could have been focusing on 
the investigation at hand. I would agree with the obvious, that administrative subpoena power in the 
field involving CT matters may be the single most important tool that the agents could use to 
improve/expedite their investigations. 

If you require any additional info please let me know. 

Thanks | 

bb 


fcJSL VIO-1700 


12/19/2006 











0 riainal IMessaoe-- 

From 

Se nt: Thursday. 3ul^ 

To | 

(FB I)I 

MCE) (FBI) 
subject: FW: Facts 01 

Importance: High 


ILNCMSSIFIED 

NON-RECORD 


SECRET 


|CrD)(FBI) 

n, 2005 3: 55 PM 
(CTP) / FBI' 

krrnVn- Hi \ 
tCTD) (FBI) 

needed n 


CTD) (FBI); 


(CTD)(FBI); 


e 


NSL letter ASAP 


bl (S) 


I - Is the below true? Did we go NSL first and then GJS? Pis 
respond by e-mail. 

[ Anyone with full knowledge to get this back to by e-mail? 



International Terrorism Ops Section 1 
CTD/FBIHQ 



Original Message-^, 

From[^ 

Se nt: Thursday. July 2] 

To l 

Cc| 

fnO)/FRTl 
bu eject: i-acts on 
Importance: Hign 


(CTD) (FBI) 

2005 3:10 PM— 

](CTD)(FBI);L_ 

[CTD) (FBI)] 
[needed rd~ 


TD) (FBI) 

NSL letter ASAP 


[DXFBI) 
CTD) (FBI); 


.6 (S) 


U NCLAS SIFIED 

NON-RECORD 

I just got a call frorr l ot OCA. Th e Director has requested a write a in n n the 

circumstances surrounding the NSL letter issued tc ^ 

It is the Directo r’s understanding that an NSL letter was issued to 

V n connection with the London bombing,] [would not honor the NSL~ 

letter and because of this the FBI had to issue them a Grana jury subpoena. 

The Director would like to use this as an example tomorrow as to why we need 
administrative subpoenas's to fight the war on terror. In particular, he would iike to know how 
much extra time was spent having to get the Grand Jury subpoena. 

Please provide me with an e-mail regarding the particular facts of this incident. Just one 
paragraph in e-mail form will be sufficient. 


12/19/2006 


NSL VIO-1701 


2 














b <J c an call | We have no problem with that at all. The OIG can call anyone directly, just keep us 

fc>7 C 1 l°°P as what transpires. Would it be helpful to send you a copy of what we sent the OIG? 


■e: FW: Facts on 


jy? . , ust to give you aiittle information, we sent the following: 

b 7E 1) E-mail dated 12/19/06 tc from|~~ 

i fj i ASAP *- - 1 

' 2) 7/15/05 EC from Charlotte to CTD l et. Al m- 

g '| 3) 7/14/05 EC from Charlotte to CTD and QGC m l 
' ' 4) 7/14/05 letter froml I tcf 


If you would like a copy, please let me know and I can send one ASAP to your office. 


heeded rd 



Thanks. 



IS) 

b6 

b7C 

bl 


Regarding the NSL issue invplving our Division and| ?ne of our Aaentsl ! 

'ed a call frorr j p f the IGs office, inquiring about the matter. I contacted [and she 

advised that your office had forwarded documents and e-mails regarding the matter to OIG. I' m assumin nhv that, that 
you have studied the matter and we are responding to the inquiry. Should I have S/| cal l l and detail his 

recollections of the matter? He's glad to do it, but I wanted to check with you first to makfe sure that was what you 
wanted us to do. 



Also, would you please let me know what documents and information was furnished to OIG? I would appreciate it. 


Thanks. 



ALL IHF0KRATX0TI. CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


DATE: Q5-29-2007 

CLASSIFIED BY, 65179 PHH/KSR/JW 

REASON; 1.4 (C) 

DECLASSIFY OH: 05-29-2032 
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FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 

To: Charlotte 

Counterterrorism 

Inspection 


Date: 03/13/2007 


Attn: 


SAC 

CDC 


Attn: ITOS 1, CONUS 2, Team 8 

Attn: IIS 


From: Office of General Counsel/ 

NSLB/CTLU I 

Contact: UC 


b6 

b7C 

ifi 2 


(U) 


Approved By 
Drafted By: 
Case ID # : { 

t2 Title: £() 


Thomas Julie 





.5 


aS^ 


27 8-HQ-C122973 6 -VIO"’ (Pending) 

INTELLIGENCE OV ERSIGHT BOARD 
IOB MATTER 2 0 07 -I 


(U) 


Synopsis: It is the opinion of the Office of General 
Counsel (OGC) that the above-referenced matter must be 
reported to the IOB and to the Inspection Division. OGC will 
prepare and deliver the required correspondence to the IOB. 
Our analysis follows. 


CU) 


<U) 

bl 

b6 

Lin 

D / 

b2 

b7Ebl 
b2 
b7 
bl 
b6 
b7C 


b6 

b7C 


Reference 


■■ M 


De rive l-From 

Declaa^i'fy^On: 03^0>jC2032 

278-HQ-C1229736 -VIO Serial 2180 



naha ile. f \ 





(S) 


1 

7 (Sj_ 

As a result of thel investigation 



OIG/DOJ REVIEW: 

FBI INVESTIGATE 

OIG/DOJ INVESTIGATION: 


SEdl^ET 

DATEu / /f ? 



ALL. ISF0RHATI0K CGETAIMED 
HERE IB 15 UNCLASSIFIED EXCEPT 
WHERE OTHERWISE 


DATE: 05-29-2007 
CLASSIFIED 3V 65179 DMH/KSR/ JK 
. PEASOH: 1.4 (C) 

NSL VIO-1703 declassify oh: 05-29-2032 







sec: 




1U) 


To : 
Re: 


Charlotte From: Office of General Counsel 

W) 2 78 -HQ -C 12 2973 6 -VIO, 03/13/2007 


(S) 


V) 5 

-O / C 



On or about 07/13/2005, SA 


/ 2 ) coordinated with United States Attorney's Office (USAO) , 

1 ' Eastern District of North Carolina (EDNC) , C hief of Crimi nal f 


iro r^r^r am a t-irann i-liiTTW cnhnnana 1 


After receiving the subpoena. SA J 

J went to | 


(£) 

bl 

bo 

b7C 


and met with | ~ \ SA“^ 

served the subpoena and h ad some records in hand "when he 


received a call from SSRA^ 


SSRAC 


"I had 


been notified by FBIHQ , ITOS I, CONUS II, Team 6, that the 
field office was not to utilize a Grand Jury subpoena b ut must 
obtain a National Se curity Lette r (NSL) . Therefore, SA ' ~ 

returned the records 


£xT) SSRA advised FBIHQ that their SAC, L 

J was TDY out of the Division and therefore FBIHQ 


tsj 


b7C 

b2 

b7E 


would need to complete an EC addressed to Gen eral Coun sel 
requesting an NSL be approved at FBIHQ. SSRa| | was then 
instructed by FBIHQ, ITOS I, CONUS II, that charlotte would be 
required to draft the NSL, due to time constraints, an d then 
obtain approval from a neighb oring division 1 s SAC . SA I I 

then drafted an NSL to obtain 
and forwarded the NSL to SSRA 
then forwarded by SSRA 
for approval . 


D tor 


to SAC 


review . The NSL was 
Atlanta Division, 


S) 

a 


-£4n°n or about 07 /14/2005 JTTF Task Fnrrp Arrent- 
served the NSL I (requesti ng 


bl 

b6 

b7C 


TFA 


i ] does not recall 

the individ ual 1 s nam e to whom the NSL was given. TFA' ~ 
was advised| ' 


that the NSL was not the appropriate 


sfe<^RET 
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<U) 


To: 
Re : 



Charlotte From: Office of General Counsel 

278-HQ-C1229736-VIO, 03/13/2007 


bi (S) 

b6 

b7C 


documentation 
to honor the NSL . 


[declined 


b6 

b7C 

bl 


(U) SSRA 


then contacted Acting CDC 


] Charlotte Division, for guidance co ncerning the matte r 


S) 


and the qu estioned legality of the NSL forjj 


[ 


CDC 1 4 then conferred with leg al couns e 

OGC. concerning t; he matter. SSRA [ 


Charlotte Division, 


__ .and FBIHQ, 

] also contacted ASAC 
who in turn was also in 


contact with FBIHQ. 


b3 

b6 

b7C 

b2 

b7E 


(S) 


(U) Subsequently, SSRA was advised by FB IHQ 

that a Grand Jury subpoena woul d be obtained I I 

I which was the office of origin 


on 


matter, and the Grand Jury subpoena would be 


forwarded to the Raleigh RA for service on[ 


M) On 07/15/ 2005. the Raleigh RA received a copy of 


(S) 


the Grand Jury suhnoe.na f 


bl 

b.3 

b6 

b7C 

b2 

b7E 




. SA [ 


1 and 

SA 

1 served 1 

Iwith the Grand Jur\ 

r subpoena 

>i 

1 1 After 1 1 


resistance to 

comply, SAT 

1 advised 1 1 

that he had 

been served. 

ssraP 

] was m contact with ASAC| 




advising I 

reluctance 

and at this time 

1 


] contacted the l ~1 

concerning the matter. Approximately one hour later . 1 
contacted the Raleigh RA and advised that the records were 
waiting for FBI retrieval. 


(U) The President, by Executive Order 12334, dated 
12/04/1981, established the President's Intelligence Oversight 
Board (PIOB) . On 09/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (I0B) 
and established the Board as a standing committee of the 
President's Foreign Intelligence Advisory Board. Among its 
responsibilities, the IOB has been given authority to review 
the FBI's practices and procedures relating to foreign 
intelligence and foreign counterintelligence collection. 


(U) Section 2.4 of Executive Order 12863 mandates 
that Inspectors General and General Counsel of the 
Intelligence Community components {in the FBI, the Assistant 
Director, Inspection Division (INSD) , and the General Counsel, 
Office of the General Counsel (OGC) , respectively) report to 
the IOB intelligence activities that they have reason to 
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(U) To 
Re 



Charlotte From: Office of General Counsel 

278-HQ-C1229736-VIO, 03/13/2007 


believe may be unlawful or contrary to Executive Order or 
Presidential Directive. This language has been interpreted to 
mandate the reporting of any violation of a provision of The 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection ( NSIG ) , 
effective 10/31/2003, or other guidelines or regulations 
approved by the Attorney General in accordance with EO 12333, 
dated 12/04/1981, if such provision was designed to ensure the 
protection of individual rights. Violations of provisions 
that merely are administrative in nature and not deemed to 
have been designed to ensure the protection of individual 
rights are generally not reported to the IOB. The FBI 
Inspection Division is required, however, to maintain records 
of such administrative violations for three years so that the 
Counsel to the IOB may review them upon request . The 
determination as to whether a matter is "administrative in 
nature" must be made by OGC. Therefore, such administrative 
violations must be reported as potential IOB matters. 


bl 




NSLs are a specific type of investigative tool 

that allows the FBI to obtain certain limited types of 
information without court intervention: (1) telephone and 

email communication records from telephone companies and 
internet service providers {Electronic Communications Privacy 
Act, 18 U.S.C. § 2709); (2) records of financial institutions 

(which is very broadly defined) {Right to Financial Privacy 
Act, 12 U.S.C. § 3414(a)(5)(A)); (3) a list of financial 

institutions and consumer identifying information from a credit 
reporting company (Fair Credit Reporting Act, 15 U.S.C.§§ 
I681u(a} and (b) ) ; and (4) full credit report in an 
international terrorism case (Fair Credit Reporting Act, 15 
U.S.C. § 1681v) . NSLs may be issued in conformity with 
statutory req uirements , including 18 U.S.C. § 2709. 


^ju] 


'■ T - T '' j&b In this instance, Charlotte served an NSL 

requesting records outside the permissible scope of an NSL. 

OGC notes that, according to Charlotte, Charlotte acted upon 
the advice and direction of FBIHQ , Charlotte personnel sought 
legal advice prior to the service of the NSL, and no records 
were obtained in response to the NSL. These mitigating factors 
should be considered when judging the performance of Charlotte 
personnel. However, the circumstances as a whole must be 
reported to the IOB since the service of the NSL in this case 
was not in compliance with ECPA and the NSIG. 


SECRET 
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(U> 


To: 

Re: 



Charlotte From: Office of General Counsel 



27 8-HQ-C122 97 36-VIO, 03/13/2007 


LEAD (s) : 


Set Lead 1: (Info) 

CHARLOTTE 


AT CHARLOTTE, NC - 
(U) For information. 


Set Lead 2 : (Info) 

COUNTERTERRORISM 


AT WASHINGTON. DC 
(U) For information. 


Set Lead 3: (Action) 

INSPECTION 


AT WASHINGTON. DC 

{U} For review and action deemed 
appropriate . 


b 6 
b7C 


cc : 


Ms. Thomas 
IOB Library 


♦♦ 
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SECRET 


(S) 


INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
CHARLOTTE DIVISION 
IOB MATTER 2007-1 (U) 


b2 


t&) The Charlotte Division ("Charlotte") of the 
Federal Bureau of Investigation ("FBI") reported via electronic 
communication dated February 21, 2007, that a National Security 
Letter was served requesting records that were beyond the 
permissible scope of a N ational Sec ni-n t-v Specifically, 

the FBI sought to 
for 


bl 
lb 3 


university 
bombings . 
that may be 


_an 


obtain P 
,i nd i vi rfn 


IT 


from a state 
July 2005 London 


FC 


ith ties to the 

are outside the scope of records 

a National Security Letter. The state 


obtained with 

Juniversity recognized this error and refused to produce any 
records in response to the National Security Letter. 

Accordingly, no records were obtained as a result of the service 
of this National Security Letter. The FBI rescinded the National 
Securit y Letter, and Instead served a Federal Grand Jury subpoena 


for 


the reaer ai Grand Jury subpoena and produced 


The state university complied with 


<U! 


The FBI's service of a National Security Letter 
requesting educational records was in violation of The Attorney 
General ' s Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection , even though no records were 
obtained in response to the National Security Letter. Thus, the 
matter is being reported to the IOB. 

(U) This matter has been reported to the FBI 1 s 
Inspection Division for appropriate action. 


DATE; QS-29-2DQ7 

CLASSIFIED BY 65179 &HK/KSR/J© 

REASON: 1.4 (C) 

■DECLASSIFY ON: 05-29-2332 


ALL INFORMATION CONTAINED 
HEREIN 13 UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


Derive<J\£roiif : G-3 

Declassify^0nV\J)3/ 07/2032 
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FD-962 (Rev. 03-21-2005) 


SEC^T 

FEDERAL BUREAU OF INVESTIGATION 

b2 dj- 

Date: 02/23/2007 


Precedence: ROUTINE 


To: Inspection 

General Counsel 


Attn: IIS, Room 11861 

Attn: NSLB, Room 7975 


DX 

b7E 

b7C 

(0 



(U) 


INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

Synopsis: j)g() To report possible IOB error. 

(U) W Derived From- rai SCG-3 , January 1997 

7 x Declassify_jDnr^i02/2i3/g032 



Details : 

U 1 

(S) 

1 . 

D .i. 
bo 

(S) 

2. 

b7C 


"K n n, 

V > -*• i 

H 9 

<X 

3. 

b7E 

bl 

(S) 

(TJ> 

( X 

4 . 


3. Possible IOB Error: (See description below. 


(U) 


b6 
b7C 
b2 
b7E b i 
bo 
b7C 
b7D 
b2 
b7E 
b7A 
b4 


i % 

' ) 1 


Description of IOB Error (including any reporting delays) 
hf) On 02/21/2007,1 


CDC 


advised SSA 


of a potential IOB violation identified during an 

_audit by the Office of Inspector General (OIG) . 


(s: 


On 12/21/2004, Special Agent 


(the former 


Letter (NSL) 

I for subscriber information 




C IAa, slCx V 

s 


p f 

M i 


SE^ET 


b 6 
b7C 


fjj)l 


DATE: 05-29-2007 
CLASSIFIED BY 65179 .DHBMKSR/?W 
REAS OH: 1.4 ( C- j 
DECLASSIFY OH: 05-25-2032 


AM INFORMATION CONTAINED 
HERE 15 IS UNCLASSIFIED EXCEPT 
WHERE SHOW OTHERWISE 

NSL VIO-1709 


















(U)b7ETo: 

Re:- 


Inspection From: 


SEC^B^ 


2 78 -HQ-C122 97 36-VIO, 02/23/2007 



12/21/2004, when in fact one of the telephone numbers was provided in 
response to a NSL dated 12/29/2004. 


bl 

b'7 D 

b7A 

b6 

b7C 

b4 




NSL VIO-1711 




b2 

b7E, 


U> 




To: inspection From: 

Re: (M 27 8-HQ-C122 97 l Jb-Vi<j, U^/23/2007 


LEAD (s) : 

Set Lead 1 : 


(Action) 


INSPECTION 

AT WASHINGTON. DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) For action deemed appropriate. 


♦♦ 
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(Rev. 01-31-2003; 


SECRET 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 


Date: 03/07/2007 


Counterterrorism 


Inspection 


Attn : 


Attn: 


Attn: 


CT-1 


ITOS 1/CONUS 2/ 



Internal Investigative 

Section 

Attn:[ Rm, 11865 


From: General Counsel 

National Secur.i tn 

Contact : 

Approved By: Thomas Julie 


Drafted By: afm CXCA 



Case ID # : 278-HO-C1229736-VTO^ fPenriir 


Title: M INTELLIGENCE OVERS_LGH1_BlOARD 

(IOB) MATTER 2007- 

Synopsis'; It is the opinion of the Office of General 

Counsel ("OGC" ) that the above-referenced matter need not be 
reported to the Intelligence Oversight Board ("IOB”). Our 
analysis follows. 

U) fatf Derived X £roin : 

/X Declassid^^n: ^W^7/2032 

-Reference: 278-HQ-C1229736-VIO-2182 

Administrative: (U) This communication contains one or more 

footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect. 


DATE: 05-25-2907 

CLASSIFIED BY S5I79 DKK/K3R/J1 

REASON: 1.4 (C; 

DECLASSIFY OH: “ 05-23-2012 


ALL THF0RM ATT OK, CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN ClTHERWI 3E 


0IG/D0J REVIE 

F6I INVESTIGAW 

0IG/D0J INVESTIGATION: 


SECRET 


h?- l / 
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b2 

b 7 E 


(U) 


To : 
Re: 


From: 


SE^ET 

General Counsel 


276-HQ-C1229736-VIO, 03/07/2007 


/Cj\ ... . Details: By electronic c 

' 1-1 ' 23, 2 007, referenced above, 1 t. 

reported a possible IOB error 1 

:omi 

he 1 

mmication (EC) dated February 

1 ~~l 


b i 1 



b .2 this reqard, 

b 7 E Office of inspector ( 

b7/\ violation during its 

issuance oi 

reported that on February 21, 2007, the 
General ("OIG") identified a potential IOB 
audit. Specifically, OIG advised that 
: a National Security Letter ("NSL") on 


(S) 


b 4 

b 7 D 

b2 

b 7 E 

b 7 A 

b6 

b 7 C 


(SI 


b 2 

b 7 E;q 4 
b 77 b 7 D 
bl 
b 6 
b 7 C 


b 2 

b 7 E 


fSl The NSL issued bv 




information for the 


requested 

following phone numbers : 


(S) 




another NSL 
telep hone numbed 


TreraieRtina f 


1 information for 


issued 


both NSL's were properly issued in connection with an 


{U) See, EC from the 


02/23/07, Case ID# 278 -HQ-C1229736-VIO, Serial 2I B2, title d "Intelligence 
Oversight Board Error," hereinafter cited as the 


Division to the General Counsel, dated 
d "Ii 
EC. " 


(U) 


EC. 


(S) 


b 7 IE 


SEpj&T 


NSL VIO-1714 







b2 

b7EUJ 

Re : 


S^RET 


From: General Counsel 

2"78 _l -HQ-C122 9736-VTO f 03/07/2007 


bl 

b'7A ) 

b.2 

b7E 


1§1 


provided two separa te set s of respon ses to 

NSL's. I ~[ 


b4 

b2 

b7E 

b7D 

b7A 

b6 

b 7 C 


l 


drafted an EC documenting I 
pursuant to | 


~l the 


NSL-L 


case ag< 
information obtained 


J In that EC, the agent documented 


(£) 

b4 

b7D 

b7A 

b6 

b7C 

(U) 

b2 

b7E 


information for the following phone numbers: 


S) 


obtained pursuant to[ 


,0^) Although the EC erroneously stated that 
informati on! I was 


NSL, this does not 

constitute an IOB violation. As set forth above, an NSL 

Information for this telephone number 

l_The draf t r er 

results 


requesting 
was properly issued 


of the EC inadvertently attributed 


Both NSL's were issued 
m relat ion to an ongoing counterterrorism investigation. The 
provider, ! ~l did not furnish subscriber information that 
exceeded the parameters of the NSL's. Therefore, no over- 
collection occurred. The mistake, if any, occurred in drafting 
a routine EC documenting NSL results. 


12863 and 
Program M 


M ^ As 
Section 2-56 

5 


required by Executive Order (E.O.) 
of the National Foreign Intelligence 
ual ("NFIPM"), OGC was tasked to determine whether 
ssuance of the NSL's described above is a matter 


which must be reported to the IOB. It is not. 


SECRET 

3 
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b2 

b7E 


<U) 


TO : 
Re 




278 


SE^ET 

From: General Counsel 

-HQ-C1229736 -VIO , 03/07/2007 


(S) 

bl 

b7A 

b2 

b7E 


(U) Section 2.4 of E.O. 12863, dated 09/13/1993, 
mandates that Inspectors General and General Counsel of the 
Intelligence Community Components (in the FBI, the Assistant 
Director, INSD, and the General Counsel, OGC, respectively) 
report to the IOB "concerning intelligence activities that 
they have reason to believe may be unlawful or contrary to 
Executive Order or Presidential Directive." This language was 
adopted verbatim from E.O. 12334, dated 12/04/1981, when the 
IOB was known as the President's Intelligence Oversight Board 
("PIOB") . By longstanding agreement between the FBI and the 
IOB (and its predecessor, the PIOB) , this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the NSIGs , or other guidelines or regulations 
approved by the Attorney General in accordance with E.O. 
12333, dated 12/04/1981, if such provision was designed in 
full or in part to ensure the protection of the individual 
rights of U.S. persons. Violations of provisions that are 
essentially administrative in nature need not be reported to 
the IOB. The FBI is required, however, to maintain records of 
such administrative violations so that the Counsel to the IOB 
may review them upon request. 


()^ Section 2.4 of E.O. 12863, dated 09/13/1993, 
mandates that Inspectors General and General Counsel of the 
Intelligence Community components (in the FBI, the Assistant 
Director, Inspection Division, and the General Counsel, OGC, 
respectively) report to the IOB all information "concerning 
intelligence activities that they have reason to believe may 
be unlawful or contrary to Executive order or Presidential 
directive." In this instance, the subject NSL's were properly 
issued in relation to an ongoing counterterrorism 
investigation. The provider did not exc eed the parameters of 
the NSL's when furnishing the requested I I 

inform ation. Rather r the case agent mistakenly cited to the 


information^ 


NSL as being the source for \ 


drafting an EC to the 


Twhen 


file . 


(U) Based upon these facts, in accordance with the 
terms implementing the reporting requirements of Section 2.4 
of EO 12863, it is our opinion that this error need not be 
reported to the IOB. Further, absent the finding of the OIG, 
it need not have been reported as a potential IOB under OGC ' s 
guidance issued November 16, 2006. A record of this decision 
should be maintained in the control file for future review by 
the Counsel to the IOB. 



4 


NSL VIO-1716 








To: 

Re: 


y) — rm 


From: General 

-HQ-C122 9736-VIO 



Counsel 
, 03/07/2007 


fa 2 

LEAD ( s ) : 

Set Lead 1: (Info) 


(U) Read and clear. 

Set Lead 2 : (Info) 

COUNTERTERRORISM 

AT ITOS 1/CONUS 2 /TEAM 7 
(U) Read and clear. 

Set Lead 3 : (Action) 

INSPECTION 
AT IIS 

(U) INSD should retain a record of the report of the 
potential IOB matter, as well as a copy of the OGC opinion 
concluding that IOB notification is not required, for three years 
for possible review by Counsel to the IOB. 


♦♦ 
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SECRE^ 
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Precedence: ROUTINE 

To: Inspection 

General Counsel 

From: 

Contact: SSA 

Approved By: 


Date: 02/23/2007 

Attn: IIS, Room 11861 

Attn: NSLB, Room 7975 


, ^raf ted By : 

' C !ase ID # : 

7g 'itle : (U) SA 

b6 SS 


PATE: 05 -29 -20 0-7 
CLASSIFIED- BY 6517? 
REASON; 1.4 (C) 

DECLASSIFY 05-29-2032 


278-HQ-C12297 3 6-VIO ^ 


ALL I ’I FORMATION CONTAINED 

SA HEREIN 13 UNCLASSIFIED EXCEPT 

SS WHERE SHOW OTHERWISE 

INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 


Synopsis: To report possible IOB error, 

irn fey Derived. From : G-3 

/\ Declassify On: XI 


(U) 

Details : 

(S) 1. 

(S) 2. 

‘X 1 3 - 

bl (s) 



Possible IOB Error: 



4. Description of IOB Error (including any reporting delays). 


<X ^ NSL was issued on 04/08/03 under the authority of the 
Electronic Communications Privacy Act(ECPA) for the s ubscriber 


_L Upon receipt of 
was determined that 


ft voluntarily provided 

SC LhLtU'T y, 

Cfisj bu 04 k 


ie telepnone c ompany 1 s convenience , the^ 
information | 


_Mhdc7 


SECRET 
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SEC 


b2 


J) 


To: 

Re: 


b?E r He: ^ 

LEAD (s) : 

Set Lead 1 : 


Inspection From: 


:^t 


278-HQ-C1229736-VIO, 02/23/2007 


(Action) 


INSPECTION 

AT WASHINGTON. DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 


♦♦ 
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tr cr 


(01/26/1998) 



T 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 


To: | | 

Counterterrorism 

Inspection 
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INTELLIG ENCE O VERSIGHT BOARD' MATTER, 
I OB 2007 


Synopsis: It is the opinion of the Office of the General 

Counsel (OGC) that this matter does not warrant reporting to the 
Intelligence Oversight Board (IOB) . This matter was reported as 
a potential IOB because it was referenced in the OIG draft of an 
NSL report to be issued March 9, 2007. Submission of this matter 
to the OPR is a matter within the cognizance of the IIS. 
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b7E 


Detailar 

Office 
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dated 02/23/2007, requested that OGC review the 

facts ot the captioned matter and determine whether it warrants 
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b2 

b7E 5u) 


To : 
Re: 



From: General Counsel 


278 -HQ-C 1 : 2 57 3 6-VIC-2 183 03/12/2007 


reporting to the IOB. In our opinion, it does not. Our analysis 
follows . 


bl 

bb 

b7C 

b2 

b7E 

b7A 


b2 

b7E 

b7D 


f rom[ 


(5) As discussed in the electronic communicatio n (EC) 
^cited below ,f 



An NSL was issued on 04/08/03 under the authority 


of the Electronic Communications P: 
billina and subscriber i n format i nn 

■ivacv Act (F.rPA) spekinrr tr 

lb 




the carrier provided information! 


1 Due to the fact that this possible overcollection was 


discovered by the OIG during the course of its NSL audit, 
reported this matter as a potential IOB by, EC dated 02/23/2007. 
(See footnote 1, above A We note that this overcollection should 


have been reported by 
days of its discovery 


as a potential IOB within fourteen 


(U) Section 2.4 of Executive Order (EO) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsel of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive. This 
language was adopted verbatim from EO 12334, dated 12/04/1981, 
when the IOB was known as the President's Intelligence Oversight 


<U) 


r See 278-HQ-C122-9736-VIO, Serial 2183, dated 02/23/2007 and 

titled, in part, "Intelligence Oversight Board (IOB) Error." 


(U) A "United States person" (USP) is defined in Section 101 (i) of 
the Foreign Intelligence Surveillance Act (EISA) (codified at 50 U.S.C. § 1801 
e_t seq . ) as "a citizen of the United States [cr] an alien lawfully admitted 
for permanent residence (as defined in section 101(a) (20) of the Immigration 
and Naturalization Act) . . . See also Section II. W of The Attorney 

General's Guidelines for FBI Foreign Intelligence Collection and Foreign 
Counterintelligence Investigations . 
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To: | From: 
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sec: 


General Counsel 


2183 03/12/2007 


Board (PIOB). By longstanding agreement between the FBI and the 
I OB (and its predecess r, the PIOB), this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the NSIG, or other guidelines or regulations 
approved by the Attorney General in accordance with EO 12333, 
dated 12/04/1981, if such provision was designed in full or in 
part to ensure the protection of the individual rights of U.S. 
persons. Violations of provisions that are essentially 
administrative in nature need not be reported to the IOB. The 
FBI is required, however, to maintain records of such 
administrative violations so that the Counsel to the IOB may 
review them upon request. 

Further, by letter dated 11/13/2006, the Counsel 
to the IOB agreed that third party errors in the collection of 
information pursuant to an NSL must be reported to OGC, but are 
not reportable to the IOB. Prior thereto, third party errors 
were reportable to the IOB. 

ECPA, 18 U.S.C. 2709, permits telephone toll 
billing ana subscriber information to be gathered pursuant to a 
national security letter. In this instance, the information 
provided to the FBI went beyond the scope of the request.. 
Investigation has uncovered the fact that the additional 
information was provided by the carrier because it comported with 
the billing cycle of the subject's telephone account. Therefore, 
the carrier chose to provide the information sought in the manner 
most convenient to it. Since there was no error on the part of 
the FBI, this matter is not reportable to the IOB. 

CONCLUSION 


(U) For these reasons, OGC concludes that this matter 
does not warrant being reported to the IOB. However, the 
overcollected material must be destroyed or returned to the 
carrier, depending on the wishes of the provider. If the 
information is relevant to the investigation, it may be 
sequestered until such time as another NSL is issued and served, 
and then the material may be retained and used by the FBI. 
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7E LEAD (s) : 

Set Lead 1: (ACTION) 


(U) For handling of the overcollected material 
consistent with this EC. 

Set Lead 2: (INFO) 

COUNTERTERRORISM 

AT WASHINGTON. DC 
(U) Read and Clear. 

Set Lead 3: (ACTION) 

INSPECTION 

AT WASHINGTON. DC 

(U) Maintain report of potential IOB, together with a 
copy of this opinion, for three years for possible inspection by 
counsel for the IOB 

(U) Other action as deemed appropriate. 

1 -] 

bG 

b7C ♦♦ 
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Description of IOB Error (including any reporting delays) . 
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- T ) Re: 2 78 -HQ-C122 97 36- 

LEAD (s) : 



VIO, 02/22/2007 


Set Lead 1 : (Action) 


INSPECTION 

AT WASHINGTON. DC 

(U) For action deemed appropriate. 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) For action deemed appropriate. 


♦♦ 
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BACKGROUND 


bl 

b'7A 


o 6 


b7C 

b2 

b7E 


(S) 





J 1 

1 

a National Security Letter (NSL) was issued for" 

the 


subl ect 1 d 1 

1 Ui£3T-/=> -ronn i ^ 

e 

DrOVK 

der, 

Th 



1 

e period that was covered that was not requested bv this 

NSL ! 

However, a previous NSL 


all, of this overrun period. This overcollection should have 
been reported within fourteen days of its discovery. It was not 
reported, however, until discovered pursuant to the OIG NSL 
audit . 


(U) 


ANALYSIS 

(X As required by Executive Order (E.O.) 12863 
(Sept. 13, 1993) and Section 2-56 of the National Foreign 
Intelligence Program Manual (NFIPM) , OGC was tasked to determine 
whether the errors described here are matters that should be 
reported to the IOB. We believe that the reported activity does 
not require IOB notification. 


(U) Section 2.4 of E.O. 12863 mandates that the heads 
of Intelligence Community components report all information to 
the IOB that it deems necessary to carry out its 
responsibilities. That section requires Inspectors General and 
General Counsel of the Intelligence Community to report 
"intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive order or Presidential 
directive." This language has been interpreted to mandate the 
reporting of any violation of guidelines or regulations approved 
by the Attorney General, in accordance with E.O. 12333, if such 
provision was designed in full or in part to protect the 
individual rights of a United States person. This includes 
violations of agency procedures issued under E.O. 12333, unless 
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SECRET 


TO:. Counterterrorism From: General Counsel 

Re: 27 8-HQ-C12297 3 6-VIO, 3/13/2007 


they involve purely administrative matters. 1 For the FBI, OGC 
submits reports to the IOB. 2 


(S) 



bl 




b2 [ 


NSIG 

b7E 

^ introduction; 

at 4. Section 2-56 of the NFIPM 

identifies as 


reportable to the IOB unauthorized investigations, the use of 
unlawful methods and techniques, exceeding the authorized scope 
of permitted activities, and failing to adhere to minimization 
requirements . 3 


(U) 


bl 

b2 

b7E 

b7A 



1 In this i nR|-ani-p . 


Qr^nnht i nfnrirof i 

7^ 

V 


] and obtained data for a period greater than 


requested . However, the information was relevant to the 
investigation and part of it, but not all, had already been 
covered by another NSL. Further, the error was made by the 
carrier. There was no error in the FBI's NSL. By letter dated 
11/13/2006, the Counsel to the IOB agreed -that third party errors 
in the collection of information pursuant to an NSL must be 


<U) 1 (X) See EC from Inspection Division to All Divisions; 

Title: Revised Procedures for the Submission of Reports of 

Potential Intelligence Oversight Board (IOB) Matters, Case ID # 
66F-HQ-A1247863 Serial 172 at 5-6 (2/10/2005) . The FBI is required 
to maintain for three years records of administrative violations, 
for possible review by the Counsel to the IOB, together with a copy 
of the opinion concerning the basis for the determination that IOB 
notification was not required. Id . at 6. 

See id . at 4 . 


See also id . at 5, identifying reportable matters as 
including:- (1) activities believed to be unlawful or contrary to 


Executive Orders or Presidential 
violations of the Constitution 


directives: ( 7 .) susnerfeH ^ 




|( 5) initiating a 


rorm or electronic surveillance or a search without authorization 
from the FISC, or failing to terminate an authorized surveillance 


b7E at the time prescribed by the Court; and (6) failing to adhere to 
the minimization or dissemination requirements specified in a FISC 
Order . 


(S). 


<X> 

X 1 
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To 

Re 



Counterterrorism From: General Counsel 

C&) 27 8-HQ-C12 297 3 6-VIO , 3/13/2007 


reported to OGC, but are not reportable to the I0B. Prior 
thereto, third party errors were reportable to the I0B. Under 
the new policy, this overcollection need not be reported to the 
I OB . 


CONCLUSION 


(U) OGC concludes that this matter does not warrant 
being reported to the IOB. However, the overcollected material 
that was not covered by any NSL must be destroyed or returned to 
the carrier, depending on the wishes of the provider. If the 
information is relevant to the investigation, it may be 
sequestered until such time as another NSL is issued and served, 
and then the material may be retained and used by the FBI . 
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LEAD ( s) : 

Set Lead 1: (Action) 


b2 

b 7 E — — 

(U) For handling of the overcollected material 

consistent with this EC. 

Set Lead 2 : (Info) 

COUNTERTERRORI SM 

AT ITQS I I /I HSU 
(U) Read and Clear. 

Set Lead 3 : (Action) 

INSPECTION 

AT WASHINGTON. DC 


(U) As provided in the Revised Procedures for the 
Submission of Reports of Potential Intelligence Oversight Board 
( I OB) Matters, retain a record of the report of a potential IOB 
matter for three years for possible review by the Counsel to the 
IOB, together with a copy of the OGC opinion concerning the basis 
for the determination that IOB notification is not required. 

♦♦ 
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error . 
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Details : 


(S) 1. 



'b7A 


Possible IOB Error: 



4. Description of IOB Error (including any reporting delays) . 

(Xj .. A NSL was authorized on 07/09/04 for a copy of subject's 
consumer credit report under the Fair Credit Reporting 
Act (FCRA) authority. Although the proper NSL was drafted, the 
accompanying Electronic Communication (EC) stated in the "Synopsis" 
section that this was a Right to Financial Privacy Act (RFPA) authority 
request. If 


sc lUtur JAn'-rVi Wh 
its I I kt* Calico 3 ( 
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(U) To: 
Re : 


Inspection From: 

27 8-HQ-C122 9736-VIO, 02/22/2007 


LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 


(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) For action deemed appropriate. 


♦♦ 
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Details : 
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facts of the captioned matter and determine whether it 
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bl 

b6 

b7C 

b7A 

b2 

b7E 



warrants reporting to the IOB. In our opinion, it does not. 
Our analysis follows. 


(s) [ 



(S) 

issued an NSL on 


07/09/2004. The NSL requested a copy of the subject's consumer 
credit report under the Fair Credit Reporting Act. The NSL was 
properly drafted except that the certification included the 
language for certifying an RFPA NSL. Further, the accompanying 
Electronic Communication ("EC") was properly drafted except that it 
stated in the "Synopsis" section that the NSL was being issued 
under the Right to Financial Privacy Act. Otherwise, its 
description of the request and the information provided for 
congressional reporting purposes were accurate. 


(U) Section 2.4 of Executive Order (EO) 12863, dated 
09/13/1993, mandates that Inspectors General and General . Counsel of 
the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB concerning intelligence activities 
that they have reason to believe may be unlawful or contrary to 
Executive order or Presidential directive. This language was 
adopted verbatim from EO 12334, dated 12/04/1981, when the IOB was 
known as the President's Intelligence Oversight Board (PIOB) . By 
longstanding agreement between the FBI and the IOB (and its 
predecessor, the PIOB) , this language has been interpreted to 
mandate the reporting of any violation of a provision of the NSIG, 
or other guidelines or regulations approved by the Attorney General 
in accordance with EO 12333, dated 12/04/1981, if such provision 
was designed in full or in part to ensure the protection of the 
individual rights of U.S. persons. Violations of provisions that 
are essentially administrative in nature need not be reported to 
the IOB. The FBI is required, however, to maintain records of such 
administrative violations so that the Counsel to the IOB may review 


1 278 -HQ-C1229736-VI0-2185 
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SECR&^ 

From: General Counsel 
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requirements, including the FRCA, 15 U.S.C. 


Section 1681v. 


(U) The NSL at issue in this case was properly issued under 
the Fair Credit Reporting Act. The NSL contained language from 
another NSL statute. Title 12, U.S.C. Section 3414(a) (5) (A), the Right 
to Financial Privacy Act (RFPA) . The language was, to wit: "I 

certify that these records are sought for foreign counterintelligence 
investigation purposes to protect against international terrorism or 
clandestine intelligence activities, and that such an investigation of 
a United States person is not conducted solely on the basis of 
activities protected by the First Amendment to the Constitution of the 
United States." While the RFPA permits NSLs for records related to 
international terrorism or clandestine intelligence activities, the 
FCRA Section 1681v permits NSLs only for records related to 
international terrorism. 


(U) The clerical error made in the NSL does not affect the 
legitimacy of the NSL. This was an international terrorism (IT) case, 
and a description of the IT nature of the fcase is documented in the 
EC. Further, the mistake made in the synopsis of the EC, while 
otherwise a proper FCRA 1681v EC, does not affect the legitimacy of 
the NSL. 

% 

CONCLUSION 


(U) OGC concludes that this matter does not warrant being 
reported to the IOB. 
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LEAD (s) : 

Set Lead 1: (INFO) 


(U) Read and Clear. 


Set Lead 2: (INFO) 

COUNTERTERRORI SM 

AT WASHINGTON. DC 
( U ) Read and Clear. 


Set Lead 3: (ACTION) 

INSPECTION 


AT WASHINGTON, DC 

(U) Maintain report of potential IOB, together 
of this opinion, for three years for possible inspection 
for the IOB 

(U) Other action as deemed appropriate 
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3. 

XJ t in 
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>7E 
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Possible IOB Error: 


Description of IOB Error (including any reporting delays) 


A NSL. was requested under the Fair Credit Reporting 
Act (FCRA) authority for subject's consumer credit report on 04/04/05. 
which . was received. During a DOJ/I G revie w of NSLs, this NSL was 
identified as be ing _ reque‘st~ed'''uhder FCRA aut h o' rTty" but having language 
in the certification from the Right to Financial Privacy Act (RFPA) . A 

is believed to contain the proper 


subsequent review of this 
language from the FCR^ 


NSL 
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LEAD (s) : 


Set: Lead 1 : (Action) 


INSPECTION 

AT WASHINGTON , DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) For action deemed appropriate. 
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[MR . /MRS . /MS . ] [COMPLETE NAME OF POC] ALL IUFCPRATIOK C0ETAIJ1ED 

[TITLE, IF AVAILABLE] HEREEEJ IS UWCLASSIfiEI' 

[NAME OF COMPANY] DATE 05-31-2007 BY >5-5179 BHH/KSR/JV 

[PHYSICAL STREET ADDRESS - NO P.O. BOX] 

[CITY, STATE - NO ZIP CODE] 

Dear [MR . /MRS . /MS . ] [LAST NAME] : 

Pursuant to Executive Order 12333, dated December 4, 

1981, and 15 U.S.C. § 1681v of the Fair Credit Reporting Act (as 
amended) , you are hereby directed to provide the Federal Bureau 
of Investigation (FBI) with a copy of a consumer credit report 
and all other information contained in your files for the below- 
listed consumer (s) : 

NAME (S) : 

ADDRESS (ES): [if available] 

DATE (S) OF BIRTH: [if available] 

SOCIAL SECURITY NUMBER (S) : [if available] 

In accordance with Title 15, U.S.C. § 1681v, I certify 
that the information sought is necessary to conduct an authorized 
investigation of, or intelligence or counterintelligence 
activities or analysis related to, international terrorism. 

[Certification: The nondisclosure requirement is not an automatic 
feature of the NSL. If the supporting EC for this NSL included 
Option 1 (Invoking the Nondisclosure Requirement) , then include 
the language in the following 3 paragraphs in the NSL.] 

In accordance with 15 U.S.C. § 1681v(c)(l), I certify 
that a disclosure of the fact that the FBI has sought or obtained 
access to the information sought by this letter may endanger the 
national security of the United States, interfere with a 
criminal, counterterrorism, or counterintelligence investigation, 
interfere with diplomatic relations, or endanger the life or 
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[DRAFTING DIVISION] 
[STREET ADDRESS] 

[CITY , STATE)', ZOP CODE] 

[MONTH DAY, YEAR] 


[MR./MRS/MS.] [COMPLETE POC NAME] 
[TITLE, IF AVAILABLE] 

[COMPANY NAME] 

[PHYSICAL STREET ADDRESS - NO P.O. 
[CITY, STATE - NO ZIP CODE] 


ALL INFOEHATIOH CONTAII-ED 

HEPEIM IS OUC LASS l FLED 

DATE 05 31-2007 BY 6517? IHH/KSR/ttL 

BOX] 


DEAR [MR. /MRS. /MS.] [LAST NAME] : 

Under the authority of Executive Order 12333, dated 
December 4, 1981, and pursuant to Title 12, United States Code 
(U.S.C.), Section 3414(a) (5), you are hereby directed to produce 
to the Federal Bureau of Investigation (FBI) all financial 
records pertaining to the customer (s) and/or accounts listed 
below : 


NAME ( S ) [if available] 

ACCOUNT NUMBER (s) : [if available] 

SOCIAL SECURITY NUMBER (S) : [if available] 

DATE ( S ) OF BIRTH: [if available] 

[FOR PERIOD FROM INCEPTION TO PRESENT] 
or 

[FOR PERIOD FROM [SPECIFIC DATE] TO [SPECIFIC DATE] 
or [PRESENT] ] 

Please see the attachment following this letter for the 
types of information that your financial institution might 
consider to be a financial record. 

If the time period noted above is to the "present," 
that term is intended to direct production of information to the 
date of the processing of this letter. If providing information 
to the date of processing is not feasible, please provide 
information to the date of receipt of this letter. 
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(01/2<v 1998) 



FEDERAL BUREAU 

Precedence: ROUTINE 

To: Counterterrorism 

Inspection 

b6 

b7C 

b2 

b7E 


OF INVESTIGATION 

Date: 03/08/2007 

Attn.: AD 

Attn: Internal Inspection Sec tion, 

| Room 

11865 

Attn: SAC, CDC 


Prom: General Counsel 


(U) 

(U) 


Contact : 


Approved By: 

Thomas Julie 





zb. 

Drafted By: 





DATE: 05-30.-200? 

CLASSIFIED B7 6S179 DHH/K5R/JW 
REASON: 1, 4 (C) 

DECLASSIFY ' OH: 05-31-2032 


ALL INFOREATIOn CONTAINED 
HERE III .IS OHCt.ASSIETED EXCEPT 
WHEI'-E SHOW OTHERWISE 


Case ID # : 

bl 

b2 

bVEtle: 

b2 


(X) 278 -HQ-C 122973 6 -V IO — ' 5 

(Si 


INTELLIGENCE OV ERSIGHT B OARD MATTER 
IOB MATTER 2007 


<U) 





Derived-From 
Declassify-"On 


3 / 08/2032 


(U) 


Synopsis: (X) It is the opinion of the Office of the General 

Counsel {OGC) that this matter need not be reported to the 
Intelligence Oversight Board (IOB) , but, rather, that a record 
of this decision should be maintained in the investigation 
control file for review by the Counsel to the IOB. Our 
analysis follows. 

(U) Reference: (V) 278-HQ-C1229736-VIO Serial 2186 
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bl 

b2 


To: 

: 


cm, 

(S)| 


General Counsel 
03/08/2007 


bl 

b6 

b'7C 

b7A 

b2 

b'7E 


b IE 

Details : 

( 

s; 





- K) 


a National Security Letter (NSL) was 


(£) 


(S) 

bl 

b6 

b7C 

b7A 


prepared and approved requesting a copy of a consjimpr credit 


lSiil 

report and all information contained in the .filesj 

in accordance with 15 U.S.C. § 1681V of the Fair Credit Reporting 
Act (as amended) (FCRA) . The NSL, while issued under the FCRA, 
contained language from another NSL statute, Title 12, U.S.C. 
Section 3414(a) (5) (A), the Right to Financial Privacy Act (RFPA) . 
The language was, to wit: "I certify that these records are 

sought for foreign counterintelligence investigation purposes to 
protect against international terrorism or clandestine 
intelligence activities, and that such an investigation of a 
United States person is not conducted solely on the basis of 
activities protected by the First Amendment to the Constitution 
of the United States.” While the RFPA permits NSLs for records 
related to international terrorism or clandestine intelligence 
activities, the FCRA Section 1681v permits NSLs only for records 
related to international terrorism. 


(U) j A) In the case at hand, the NSL was requested in an 

international terrorism case, so there was no improper collection 
of records as both the RFPA and the FCRA Section 1681v permit 
such a request; the error was irrelevant to the particular NSL. 

In addition, the international terrorism connection is fully 
articulated in the EC requesting the NSL. Despite these 


<U> 


1 See 278-HQ-C1229736-VIO, Serial 2186, dated 02/22/2007 

and titled in part "Intelligence Oversight Board (IOB) Error". 


2 (U) A "United States person" (USP)is defined in Section 101 (i) of 

the Foreign Intelligence Surveillance Act (FISA) (codified at 50 U.S.C. § 1801 
et sea . ) as "a citizen of the United States [or] an alien lawfully admitted 
for permanent residence (as defined in section 101(a) (20) of the Immigration 
and Naturalization Act) See also Section II. W of The Attorney 

General’s Guidelines for FBI Foreign Intelligence Collection and Foreign 
Counterintelligence Investigations . 
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To: 
bl Re : 

bZ 

h7E 


CTD 


(S 


From: General Counsel 

03/08/2007 


b2 mitigating factors, 
b7E to prevent a repitition of these errors. 


is encouraged to develop procedures 


(U) Section 2.4 of Executive Order (EO) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsel of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive. This 
language was adopted verbatim from EO 12334, dated 12/04/1981, 
when the IOB was known as the President's Intelligence Oversight 
Board (PIOB) . By longstanding agreement between the FBI and the 
IOB (and its predecessor, the PIOB), this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the NSIG, or other guidelines or regulations 
approved by the Attorney General in accordance with EO 12333, 
dated 12/04/1981, if such provision was designed in full or in 
part to ensure the protection of the individual rights of U.S. 
persons. Violations of provisions that are essentially 
administrative in nature need not be reported to the IOB. The 
FBI is required, however, to maintain records of such 
administrative violations so that the Counsel to the IOB may 
review them upon request. 


CONCLUSION 


(U) OGC concludes that this matter does not warrant 
being reported to the IOB. Consistent with our prior opinions on 
this matter, a record of this decision should be maintained in 
the control file for future review by Counsel to the IOB. 
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CTD 


se£i*et 

From: General Counsel 


To: 

Re: 


(S) 


03/08/2007 

bl 

b2 

b7E 


LEAD ( s ) : 

Set Lead 1: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 


(U) Read and clear. 

Set Lead 2: (Action) 

INSPECTION 

AT IIS, WASHINGTON. DC 

(U) For action deemed appropriate, including the 
maintenance of this report for three years in order to permit its 
review by the IOB. 

Set Lead 3: (Info) 


b2 

b7E 


(U) Read and clear. 


1 

1 

1 

1 


- Ms. Thomas 


- IOB Library 


♦ ♦ 


b6 

b7C 
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tr & tr 


1 u-962 (Rev. 03-21-2005) 



Details : 



(S) A NSL was requested under the Fair Credit Reporting 
Act (FCRA) authority for subject's consumer credit report on 11/12/04 
which was received. Dur ing a DOJ/IG review- -oil NSAs., this NSL was 
identified as being requested under FCRA authority but having language 
in the certification from the Right to Financial Privacy Act (RFPA) . A 
subsequent review of this NSL is believed to contain the proper 


language from the FCRA. / / 

d:>\ ku cA\u,jr i SEClfc^T 


CLASSIFIED BY 65175 Mffi/KSR/ JU 
SEASON; 1.4 >C) 

DECLASSIFY -OH; 05-31-2032 


ALL INFQRKATIOH CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 







SEfe^ET 


(U) 


b2 To: 

b' 7 Ej- 



ection From: 
278-HQ-C1229736-VIO, 02/22/2007 


LEAD (s) : 

Set Lead 1 : (Action) 


INSPECTION 

AT WASHINGTON. DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) For action deemed appropriate. 


♦♦ 
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U.S. Department of Justice 



OQ/ . rVorvM 



Federal Bureau of Investigation 


Washington. D. C. 20535-0001 


[DRAFTING DIVISION] 
[STREET ADDRESS] 

[CITY, STATE, ZIP CODE] 
[MONTH, DAY, YEAR] 


[MR . /MRS . /MS . ] [COMPLETE NAME OF POC] 

[TITLE, IF AVAILABLE] 

[NAME OF COMPANY] 

[PHYSICAL STREET ADDRESS - NO P.O. BOX] 

[CITY, STATE - NO ZIP CODE] All niEOKHATICH CONTAINED 

HERE til IS UNCLASSIFIED 

Dear [MR . /MRS . /MS . ] [LAST NAME] : DATE 05-31-200? BY 65X79 DKE/KSF.AJN 

Pursuant to Executive Order 12333, dated December 4, 

1981, and 15 U.S. C. § 1681v of the Fair Credit Reporting Act (as 
amended) , you are hereby directed to provide the Federal Bureau 
of Investigation (FBI) with a copy of a consumer credit report 
and all other information contained in your files for the below- 
listed consumer (s) : 

NAME (S) : 

ADDRESS (ES) ; [if available] 

DATE (S) OF BIRTH: [if available] 

SOCIAL SECURITY NUMBER (S) : [if available] 

In accordance with Title 15, U.S.C. § 1681v, I certify 
that the information sought is necessary to conduct an authorized 
investigation of, or intelligence or counterintelligence 
activities or analysis related to, international terrorism. 

[Certification: The nondisclosure requirement is not an automatic 
feature of the NSL. If the supporting EC for this NSL included 
Option 1 (Invoking the Nondisclosure Requirement) , then include 
the language in the following 3 paragraphs in the NSL.] 

In accordance with 15 U.S.C. § 1681v(c) (1), I certify 
that a disclosure of the fact that the FBI has sought or obtained 
access to the information sought by this letter may endanger the 
national security of the United States, interfere with a 
criminal, counterterrorism, or counterintelligence investigation, 
interfere with diplomatic relations, or endanger the life or 
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[MR . /MRS . /MS . ] [COMPLETE NAME] 


physical safety of a person. Accordingly, 15 U.S.C. § 

1681v (c) (1) and (3) prohibits you, or any officer, employee, or 
agent of yours, from disclosing this letter, other than to those 
to whom disclosure is necessary to comply with the letter or to 
an attorney to obtain legal advice or legal assistance with 
respect to this letter. 

In accordance with 15 U.S.C. § 1681v(c) (3), you are 
directed to notify any persons to whom you have disclosed this 
letter that they are also subject to the nondisclosure 
requirement and are therefore also prohibited from disclosing the 
letter to anyone else. 

In accordance with 15 U.S.C. § 1681v(c) (4), if the FBI 
asks for the information, you should identify any person to whom 
such disclosure has been made or to whom such disclosure will be 
made. In no instance will you be required to identify any 
attorney to whom disclosure was made or will be made in order to 
obtain legal advice or legal assistance with respect to this 
letter . 


[Include the following language in all NSLs.] 

In accordance with 18 U.S.C. § 3511(a) and (b) (1), you 
have a right to challenge this letter if compliance would be 
unreasonable, oppressive, or otherwise unlawful, and you have the 
right to challenge the nondisclosure requirement set forth above. 

In accordance with 18 U.S.C. § 3511(c), an unlawful 
failure to comply with this letter, including any nondisclosure 
requirement, may result in the United States bringing an 
enforcement action. 

You are directed to provide records responsive to this 
letter [personally to a representative of the [DELIVERING 
DIVISION] OR through use of a delivery service to [OFFICE OF 
ORIGIN] OR through secure fax] within [xxxx] business days of 
receipt of this letter. 

Any questions you have regarding this letter should be 
directed only to the [[DELIVERING DIVISION] OR [OFFICE OF 
ORIGIN] , _depending on whether service is personal or through a 
delivery service]. Due to security considerations, you should 
neither send the records through routine mail service nor non- 
secure fax, nor disclose the substance of this letter in any 
telephone conversation. 


2 


NSL VIO-1748 



[MR . /MRS . /MS . ] [COMPLETE NAME] 


Your cooperation in this matter is appreciated. 


Sincerely, 


[ADI C/ SAC NAME] 

[ASSISTANT DIRECTOR IN 
CHARGE/ 

SPECIAL AGENT IN CHARGE] 
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u 


o/ 


[DRAFTING DIVISION] 
[STREET ADDRESS] 

[CITY, STATE, ZOP CODE] 

[MONTH DAY, YEAR] 


[MR. /MRS /MS.] [COMPLETE POC NAME] 

[TITLE, IF AVAILABLE] 

[COMPANY NAME] 

[PHYSICAL STREET ADDRESS - NO P.O. BOX] 

[CITY, STATE - NO ZIP CODE] ALL INFOEKATION CONTAINED 

HEREIN IS UNCLASSIFIED 

DEAR [MR . /MRS . /MS . ] [LAST NAME] : DATE 05-31-2007 BY 55179 Dm/KSft/TW 

Under the authority of Executive Order 12333, dated 
December 4, 1981, and pursuant to Title 12, United States Code 

(U.S.C.), Section 3414(a) (5), you are hereby directed to produce 
to the Federal Bureau of Investigation (FBI) all financial 
records pertaining to the customer (s) and/or accounts listed 
below : 


NAME(S) [if available] 

ACCOUNT NUMBER ( s) : [if available] 

SOCIAL SECURITY NUMBER (S) : [if available] 

DATE ( S ) OF BIRTH: [if available] 

[FOR PERIOD FROM INCEPTION TO PRESENT] 
or 

[FOR PERIOD FROM [SPECIFIC DATE] TO [SPECIFIC DATE] 
or [PRESENT] ] 

Please see the attachment following this letter for the 
types of information that your financial institution might 
consider to be a financial record. 

If the time period noted above is to the "present," 
that term is intended to direct production of information to the 
date of the processing of this letter. If providing information 
to the date of processing is not feasible, please provide 
information to the date of receipt of this letter. 
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[MR . /MRS . /MS . / COMPLETE NAME] 


In accordance with Title 12, U.S.C. Section 
3414(a) (5) (A) , I certify that these records are sought for 
foreign counterintelligence investigation purposes to protect 
against international terrorism or clandestine intelligence 
activities, and that such an investigation of a United States 
person is not conducted solely on the basis of activities 
protected by the First Amendment to the Constitution of the 
United States. 

In accordance with Title 12, U.S.C. , Section 3403(b), I 
certify that the FBI has complied with all applicable provisions 
of the Right to Financial Privacy Act . 

[Certification: The nondisclosure requirement is not an automatic 
feature of the NSL. If the supporting EC for this NSL included 
Option 1 (Invoking the Nondisclosure Requirement) then include 
the language in the following 3 paragraphs in the NSL.] 

In accordance with 12 U.S.C. § 3414(a) (5) (D) , I 
certify that a disclosure of the fact that the FBI has sought or 
obtained access to the information sought by this letter may 
endanger the national security of the United States, interfere 
with a criminal, counterterrorism, or counterintelligence 
investigation, interfere with diplomatic relations, or endanger 
the life or physical safety of a person. Accordingly, 12 U.S.C. 

§ 3414(a) (5) (D) prohibits you, or any officer, employee, or agent 
of yours, from disclosing this letter, other than to those to 
whom disclosure is necessary to comply with the letter or to an 
attorney to obtain legal advice or legal assistance with respect 
to this letter. 

In accordance with 12 U.S.C. § 3414 (a) (5) (D) (iii) , you 
are directed to notify any persons to whom you have disclosed 
this letter that they are also subject to the nondisclosure 
requirement and are therefore also prohibited from disclosing the 
letter to anyone else. 

In accordance with 12 U.S.C. § 3414 (a) (5) (D) (iv) , if 
the FBI asks for the information, you should identify any person 
to whom such disclosure has been made or to whom such disclosure 
will be made. In no instance will you be required to identify 
any attorney to whom disclosure was made or will be made in order 
to obtain legal advice or legal assistance with respect to this 
letter . 


[Include the following language in all NSLs . ] 


2 


NSL VIO-1751 



[MR . /MRS . /MS . / COMPLETE NAME] 


In accordance with 18 U.S.C. § 3511(a) and (b) (1), you 
have a righr to challenge this letter if compliance would be 
unreasonable, oppressive, or otherwise unlawful and the right to 
challenge the nondisclosure requirement set forth above. 

In accordance with 18 U.S.C. § 3511(c), an unlawful 
failure to comply with this letter, including any nondisclosure 
requirement, may result in the United States bringing an 
enforcement action. 


b2 

b7E 


NST, 


The FBI does not intend to sjnnnssl 

iirmn von-r finannial i net 1 f lit 1 nn 


_hi£ t he aacid.ce of 


| the non-disclosure provision set 

forth above prohibits the disclosure of the fact of this letter 
I Further, should you decide to consider ! | 

the FBI requests that you please notify the below point 

of contact prior to takin g such action, inasmuch as it is 

expected that inf nrmat i nnl — , 


You are directed to provide records responsive to 
this letter [personally to a representative of the [DELIVERING 
DIVISION] _0R through use of a delivery service to the [OFFICE OF 
ORIGIN] OR through secure fax] within [xxxx] business days of 
receipt of this letter. 


Any questions you have regarding this letter should 
be directed only to the [[DELIVERING DIVISION] OR [OFFICE OF 
ORIGIN] , _depending on whether service is personal or through a 
delivery service or fax] . Due to security considerations, you 
should neither send the records through routine mail service nor 
disclose the substance of this letter in any telephone 
conversation . 

Your cooperation in this matter is greatly 

appreciated . 
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Sincerely, 


[ADIC/SAC NAME] 

[ASSISTANT DIRECTOR IN 
CHARGE/ 

SPECIAL AGENT IN CHARGE] 


ATTACHMENT 


In preparing your response to this National Security Letter, you 
should determine whether your company maintains the following 
types of information which may be considered by you to be a 
financial record in accordance Title 12, United States Code, 
Section 3401(2) ("original of, copy of, or information known to 
be derived from, any record held by a financial institution 
pertaining to a customer's relationship with the financial 
institution" ) : 


b2 

b7E 
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FD-962 (Rev. 03-21-2005) 


SECRET 

FEDERAL BUREAU OF INVESTIGATION 







contact: ssa 



Precedence: ROUTINE 

To: Inspection 

General Counsel 


From: 


Approved By: 

Drafted By: 

Case ID #: 

Title: (U ) SaI 

^6 SS7 


Date: 02/23/2007 

Attn: IIS, Room 11861 

Attn: NSLB, Room 7975 


278-HQ-C122 97 3 6-VIO 


Oversight board (iob) error 


Synopsis : 


Details : 


To report possible IOB error. 

Derived^panT^: G-3 

Declasairy^Qn : XI 


bl 

S) 1. 

b6 


b7C 

S} 2. 

b7A 

(U) b 2 

V) 3. 

b7E 

f \ 

bl ' S) 



Possible IOB Error: 



Description of IOB Error (including any reporting delays) . 

.j 

(X) A NSL was issued on 11/29/05 under the authority of the 


[ Although this NSL was served | the carrier did 

not furnish this requested information to the FBI. This information 
can not be obtained under ECPA. , 


SO 




V/O 


AIL DJF0EHAT.T0W COSTA tHED 
HEEEI3 IS UNCLASSIFIED EXCEPT 
8HESE SHOW! OTHER®! SE 


SEb^ET 


f- A ■ l : 05-.3i-.iUG 1 

CLASSIFIED BY oSl?9 DH3/KSF/OT 

REAS S3: 1.4 (C) 

DECLASSIFY OH: 05-31-2032 
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To: Inspection From: 

b2 Re: i^) 278-HQ-C1229736-VIO, 02/23/2007 

fa7E T ISTVT'* / , 

LEAD ( s ) : 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON. DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) For action deemed appropriate. 



♦♦ 





J 
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U.S. Department of Justice 



Federal Bureau of Investigation 


In Reply. Please Refer lo 
File No 


(S) 



November 


29, 


2005 


Under the authority of Executive Order 12333, dated 
December 4, 1981, and pursuant to Title 18, United States Code 
(U.S.C.), Section 2709 {as amended, October 26, 2001), you are 




In accordance with Title 18, U.S.C., Section 2709(b), I 
certify that the information sought is relevant to an authorized 
investigation to protect against international terrorism or 
clandestine intelligence activities, and that such an 
investigation of a United States person is not conducted solely 
on the basis of activities protected by the first amendment to 
the Constitution of the United States. 

You are further advised that Title 18, U.S.C., Section 
2709(c) prohibits any officer, employee or agent of yours from 
disclosing to any person that the FBI has sought or obtained 
access to information or records under these provisions. 

ALL IHFOFLLATIOIJ CONTAINED 

PATE ; 05-31-2007 / HEREIN IS UNCLASSIFIED EXCEPT 

CLASSIFIED .BY 6S17S DHB/KSK/W WHERE SHOWN OTHERWISE 

REASON: 1.4 (C) 

DECLASSIFY' OH: 05-31-2032 







b2 

b7E 


You are requested to provide record s responsive to this 
request personally to a representative of ) I field 

office of the FBI. Any qu estions vou have re garding this request 


should be directed only to 


field office. Due 


to security considerations, you should neither send the records 
through the mail nor disclose the substance of this request in 
any telephone conversation. 


Your cooperation in this matter is greatly appreciated. 


Sincerely, 


Special Agent in Charge 


b2 

b7E 


SE^T^ 
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ATTACHMENT 


(SJ 



In preparing your response to this National Security Letter, you should 
determine whether your company maintains the following types of 
information which may be considered by you to be an electronic 
communication transactional record in accordance with Title 18, United 
States Code, Section 2709: 


This National Security Letter does not request, and you should not 
provide, information pursuant to this request that would disclose the 
content of any electronic communication as defined in Title 18, United 
States Code, Section 2510(8). 
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U.S. Department of Justice 



Federal Bureau of Investigation 


Washington, l). C. 20535-0001 


[DRAFTING DIVISION] 
[STREET ADDRESS] 

[CITY, STATE, ZIP CODE] 
[MONTH, DAY, YEAR] 


[MR. /MRS. /MS.] [Complete name] 

[TITLE, IF AVAILABLE] 

[NAME OF COMPANY] 

[PHYSICAL STREET ADDRESS - NO P.O. BOX] 

[CITY, STATE - NO ZIP CODE] 

Dear [MR . /MRS . /MS . ] [LAST NAME] : 

Under the authority of Executive Order 12333, dated 
December 4, 1981, and pursuant to Title 18, United States Code 
(U.S.C.), Section 2709 (Section 201 of the Electronic 
Communications Privacy Act of 1986) (as amended) , you are hereby 
directed to provide to the Federal Bureau of Investigation (FBI) 
the name, address, and length of service with respect to the 
following email/lP account (s) : 

[provide either or both - 1) person (s) to whom the email/IP 
address (es) is/was registered and/or 2) the email/IP address (es) 


or 


[NAME OF PERSON (S)] 
[E-mail/IP ADDRESS (ES)] 
[ON A SPECIFIC DATE] 
or 


AIL INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 06-04-2-00? BY 65179 DMK/K3R/ >J¥ 


[FOR THE PERIOD FROM [SPECIFIC DATE] TO [SPECIFIC DATE] 
[PRESENT] ] 


If the time period noted above is to the "present," 
that term is intended to direct production of information to the 
date of the processing of this letter. If providing information 
to the date of processing is not feasible, please provide 
information to the date of receipt of this letter. 


In accordance with Title 18, U.S.C., Section 2709(b), I 
certify that the information sought is relevant to an authorized 
investigation to protect against international terrorism or 
clandestine intelligence activities, and that such an 


NSL VIO-1765 



[MR./MRS./MS] [COMPLETE NAME] 


investigation of a United States person is not conducted solely 
on the basis of activities protected by the First Amendment to 
the constitution of the United States. 

[Certification: The nondisclosure requirement is not an automatic 
feature of the NSL. If the supporting EC for this NSL included 
Option 1 (Invoking the Nondisclosure Requirement) then include 
the language in the following 3 paragraphs in the NSL.] 

In accordance with 18 U.S.C. § 2709(c) (1), I certify 
that a disclosure of the fact that the FBI has sought or obtained 
access to the information sought by this letter may endanger the 
national security of the United States, interfere with a 
criminal, counterterrorism, or counterintelligence investigation, 
interfere with diplomatic relations, or endanger the life or 
physical safety of a person. Accordingly, 18 U.S.C. § 2709(c) (1) 
and (2) prohibits you, or any officer, employee, or agent of 
yours, from disclosing this letter, other than to those to whom 
disclosure is necessary to comply with the letter or to an 
attorney to obtain legal advice or legal assistance with respect 
to this letter. 

In accordance with 18 U.S.C. § 2709(c) (3), you are 
directed to notify any persons to whom you have disclosed this 
letter that they are also subject to the nondisclosure 
requirement and are therefore also prohibited from disclosing the 
letter to anyone else. 

In accordance with 18 U.S.C. § 2709(c)(4), if the FBI 
asks for the information, you should identify any person to whom 
such disclosure has been made or to whom such disclosure will be 
made. In no instance will you be required to identify any 
attorney to whom disclosure was made or will be made in order to 
obtain legal advice or legal assistance with respect to this 
letter . 


[Include the following language in all NSLs.] 

In accordance with 18 U.S.C. § 3511(a) and (b) (1), 
you have a right to challenge this letter if compliance would be 
unreasonable, oppressive, or otherwise unlawful, and you have the 
right to challenge the nondisclosure requirement set forth above. 

In accordance with 18 U.S.C. § 3511(c), an unlawful 
failure to comply with this letter, including any nondisclosure 
requirement, may result in the United States bringing an 
enforcement action. 
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[MR./MRS./MS) [COMPLETE NAME] 


You are directed to provide records responsive to this 
letter [personally to a representative of the [DELIVERING 
DIVISION] OR through use of a delivery service to [OFFICE OF 
ORIGIN] OR through secure fax] within [xxxx] business days of 
receipt of this letter. 

Any questions you have regarding this letter should be 
directed only to the [ [DELIVERING DIVISION] OR [OFFICE OF 
ORIGIN] , ^depending on whether service is personal or through a 
delivery service] . Due to security considerations, you should 
neither send the records through routine mail service nor non- 
secure fax, nor disclose the substance of this letter in any 
telephone conversation . 

Your cooperation in this matter is greatly 

appreciated. 


Sincerely yours, 


[ADIC/SAC NAME] 

[ASSISTANT DIRECTOR IN CHARGE/ 
SPECIAL AGENT IN CHARGE] 


NSL VIO-1767 



O' O' 


(Rev. 01-31-2003) 



FEDERAL BUREAU OF INVESTIGATION 


b6 


b7E 


(U) 

b2 

(U) 


Precedence: ROUTINE 
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Attn: SACl 1 
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Inspection Attn: IIS, CRS 


From: General Counsel 


Countp.rtprrnri sm T.aw TTn-i t 

T /T.V-B TCinn 

Contact : 


Approved By: 

Thomas Julie $\A)J 


Drafted By: 


✓\ A n r~ \ 


Case ID #: (U] 2 78-HQ-C1229736-VIO — l cU 


Title: 



INTELLIGENC E OVER SIGHT BOARD 
MATTER 20071 1 


Synopsis: ])§() It is the opinion of the Office of the General 

Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB) . OGC will prepare and 
deliver the necessary correspondence to the IOB. 


(U) 


Deriveo^rom : G- 3 

Declassdtib^Qn: 25X1 


Administrative: (S) This electronic communication (EC) 

con tains -inf ormation from _: (l) tfr e EC dated 02/23/2007 from 

Field Office 


the 


to OGC reporting a 


potential IOB matter; and T31 automated case support (ACS) . 


b2 

Reference: 


(U) 2 78 -HQ-C122 973 6 -VIO Serial 2188 


bo 

b7C 


Details: ( S) By el ectronic communication (EC) dated 

02/23/2007, | requested that OGC review the facts of the 

captioned matter and determine whether it warrants reporting 
to the IOB. In our opinion, it does. Our analysis follows. 


01G/D0J REVIEW:! 

FBI INVESTIGATI 

0‘G'DOJ INVESTIGATION: 



DATE: Y /, ccb . 


DATt: Q€~ 04-2007 ALL TWFOREATI0B C0HTAX8ET 

CLASSIFIED BY 65179 OHH/LAvJ HEREIN IS DECLASSIFIED EXCEPT 

reason-. 1.4 (Ci NSL VIO-1768 wmpe shorn omEFnsE 

DECLASSIFY Off: 06-04-2032 








b2 

b7E 


To: 

Re: 


SEC^T 

From: Office of the General Counsel 

V/8-HQ-C1229736-VIO: 03/08/2007 


bl 

b6 3) 

b7C 

b2 


b7A 

b4 

b7D 


b4 

b7D 


. I I Special Acrent~ 

in Charge executed a National Security Letter (NSL) pursuant 
to the Electronic Communications Privacy Act (E CPA) . l 8 U.S.C. 


§ 2709 

1 — la the NSL, the FBI directed \ 

to 

provide 



f ^ 







to 

the FBI 

(S 


did not furnish the requested information 


(U) The President, by Executive Order 12334, dated 
12/04/1981, established the President's Intelligence Oversight 
Board (PIOB) . On 09/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) 
and established the Board as a standing committee of the 
President’s Foreign Intelligence Advisory Board. Among its 
responsibilities, the IOB has been given authority to review 
the FBI's practices and procedures relating to foreign 
intelligence and foreign counterintelligence collection. 


(U) Section 2.4 of Executive Order 12863 mandates that 
Inspectors General and General Counsel of the Intelligence 
Community components (in the FBI, the Assistant Director, 
Inspection Division (INSD) , and the General Counsel, Office of 
the General Counsel (OGC) , respectively) report to the IOB 
intelligence activities that they have reason to believe may 
be unlawful or contrary to Executive Order or Presidential 
Directive. This language has been Interpreted to mandate the 
reporting of any violation of a provision of The Attorney 
General's Guidelines for FBI National Security Investigations 
and F oreign Intelligence Collection ( NSIG ) , effective 
10/31/2003, or other guidelines or regulations approved by the 
Attorney General in accordance with EO 12333, dated 
12/04/1981, if such provision was designed to ensure the 
protection of individual rights. 


(U) Violations of provisions that merely are 
administrative in nature and not deemed to have been designed 


■ 

bl 

b2 

b7E 
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'sfe^RE 


I From: Office of the General Counsel 

2 78-HQ- C122 9736 -VIO: 03/08/2007 


to ensure the protection of individual rights are generally 
not reported to the IOE. The FBI Inspection Division is 
required, however, to maintain records of such administrative 
violations for three years so that the Counsel to the IOB may 
review them upon request. The determination as to whether a 
matter is "administrative in nature" must be made by OGC. 
Therefore, such administrative violations must be reported as 
potential IOB matters. 

NSLs are a specific type of investigative tool that 
allows the FBI to obtain certain limited types of information 
without court intervention: (1) telephone and email 

communication records from telephone companies and internet 
service providers (Electronic Communications Privacy Act, 18 
U.S.C. § 2709); (2) records of financial institutions (which 

is very broadly defined} (Right to Financial Privacy Act, 12 
U.S.C. § 3414(a)(5)(A)); (3) a list of financial institutions 

and consumer identifying information from a credit reporting 
company (Fair Credit Reporting Act, 15 U.S.C.§§ 1681u(a) and 
, (b) ) ; and (4) full credit report in an international 
terrorism case (Fair Credit Reporting Act/ 15 U.S.C. § 1681v) . 
NSLs may be issued in confo rmity with statutory r egni rements , 
including 18 U.S.C. § 2709.1 

(U) | it is an open legal question whether the 

^ * NSL sought records beyond the scope of ECPA, 18 USC 

-- 1 - § 2709(a). The NSL issu ed herein received legal counsel 

b/E approval in the | ~ Field Office, a legal determination 

having been made that such records fall within ECPA, which 
allows the FBI to obtain "subscriber information and toll 
billing records information, or electronic communication 
transactional records." 18 USC § 2709 (a) . 
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TO: 
Re : 



ET 


| From: Office of the General Counsel 

278 -HQ-C1229736-VIO: 03/08/2007 


(SJ 

bl 

b5 


(S) 

b4 

b7D 

b5 



^ Nonetheless, based upon the fact that the NSL 
may have inadvertently, but under the advice of legal counsel, 
sought information unauthorized by the ECPA, in accordance 
with the reporting requirements of Section 2.4 of Executive 
Order 12863, OGC will prepare a cover letter and a memorandum 
to report this matter to the IOB. 



4 


NSL VIO-1771 




To: 

Re: 



| From: Office of the General 

27 8-HQ-C122 9736-VIO: 03/08/2007 


Counsel 


LEAD (s) : 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON. DC 

(U) For action deemed appropriate. 

Set Lead 2: (Info) 

COUNTERTERRORISM 

AT WASHINGTON. DC 
(U) For information. 


Set Lead 3: (Info) 

b2 ; : 

b'7E 


b2 

b7I 

bl 


■: s > 


see 


king ^ 


Junti 


Field Office should not issue any ECPA NSLs 
il or unless official guidance is provided 


stating that such information may be obtained in such fashion. 


cc : 


K 


6 


b7C 


Ms . Thomas; 


IOB Library 


♦♦ 
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DECLASSIFIED BY 65179 DHH/RSTt/O® 
OH 05-04-2007 


April 2, 2007 


Mr. Stephen Friedman, Chairman 
Intelligence Oversight Board 
New Executive Office Building - Room 50209 
725 17th Street, Northwest 
Washington, DC 20503 

Dear Mr. Friedman: 

As you know, in March 2007, the Department of Justice, 
Office of the Inspector General (OIG) issued a report entitled, A 
Review of the Federal Bureau of Investigation's Use of National 
Security Letters . In Chapter Six of this report, the OIG 
identified 22 potential Intelligence Oversight Board {IOB) 
matters relating to national security letters (NSLs) in its 
review of a sample of investigative files in four FBI field 
offices. Enclosed, you will find five (5) summaries of 
reportable IOB matters. The Office of the General Counsel (OGC) 
has determined that the other 17 matters are not reportable. As 
always, the FBI will retain copies of those decisions for your 
review upon request. 

The OIG divided the 22 potential IOB matters into three 
categories: improper authorization (1), improper requests under 

the pertinent NSL statutes (11) , and unauthorized collections 
(10) . 


Improper authorization : OGC has determined that the 

one instance of improper authorization should be reported as an 
IOB matter. Please see enclosed summary for IOB Matter 2007-|” 


Enclosures 
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Improper requests under pertinent NSL statutes : OGC 

has determined that four of the instances noted by the OIG should 
be reported as IQ P fn^f i ters. Please see pnrlnapri summari pR foi^_ 

I OB Matters, 2 00 7|_ If I I; 2 0 07 


issuing an NSL requesting financial records but citing the 

{ECPA) , among other 

ssuing NSLs for full 

credit reports in counterintelligence cases (2 instances) ) . 


Electronic Communications Privac 
administrative errors) ; and 2007 


y Ac j: { 


OGC has determined that the other seven instances are 
not reportable IOB matters. In three instances, the FBI field 
office issued an NSL requesting a full credit report under the 
Fair Credit Reporting Act (FCRA) , 15 U.S.C. 1681v, however, 
certification language from the Right to Financial Privacy Act 
(RFPA) , 12 U.S.C. 3414(a) (5) (A) was used later in the NSL. All 
three are international terrorism cases, and therefore, the FBI 
was lawfully authorized to request and obtain the full credit 
reports. As the RFPA applies to both international terrorism and 
countintelligence cases, citing the certification language from 
that statute had no legal impact. The information provided in 
response to these NSLs was not sequestered because the FBI had 
issued lawful NSLs for that information. 


In the remaining four instances, the FBI field office 
issued an NSL requesting a full credit report under FCRA, 15 
U.S.C. 1681v, but the accompanying electronic communication (EC) 
mistakenly included language requesting consumer identifying 
information, 15 U.S.C. 1681u, instead. The mistake in the EC did 
not alter the investigation in any way, and this scrivener's 
error, citing 1681u rather than 1681v, did not violate any law. 

As these were all international terrorism cases and inasmuch as 
the NSL seeking a full credit report was authorized by the 
Special Agent in Charge through his or her signature on the NSL, 
the FBI field office had the proper legal authority to obtain 
full credit reports. Accordingly, this information was not 
sequestered . 

Unauthorized collections : OGC has determined that none 

of the ten instances noted by the OIG are reportable IOB matters. 
Six of these instances involved third-party errors in which the 
carrier provided information beyond the scope of what was asked 
for in the NSL. Five times, the carrier provided information 
beyond the date range requested in the NSL, presumably to comport 
with its own billing cycle. In one instance, the carrier, a 
financial services provider, provided information beyond the 
names/addresses of financial institutions as requested by the 
NSL. By letter dated 11/13/2006, the Counsel to the IOB agreed 
that these third-party errors in the collection of information 
pursuant to an NSL are not reportable to the IOB. 
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SE^ET 

In one instance, in an internal EC documenting the 
results of NSL requests, the FBI field office mistakenly cited an 
NT L issued 


jas the source of the subscriber 


i: formation m the file when , in fact, that information came from 
an NSL issued] As both NSLs were lawfully issued, 

there was no unautnorized collection. The mistake, if any, was a 
scrivener's error in documenting the source of the information in 
the file. 


In another 
contained a typograpl 1 


iicai eiiui w 

numbers being requested in the NSL. 
the provider contained two correct phone numbers. Therefore, 
there was no unauthorized collection. 


rror, the accompanying EC 
th respect to one of the phone 
The NSL actually served on 


One FBI field office served an NSL requesting 


subscriber information for a particular phone number that was 
associated with the target of an authorized investigation. In 


response, the nrrnn Hpt- inHiraJ 

:ed that the number was art-nail v an 

I 

When 

one insu was sent, the number ^ 
investigation. The fact that 

vas relevant to an authorized 
it turned out to be something else 


does not make this an unauthorized collection {or any error at 
all) . 


Finally, one FBI field office requested toll billing 
records "associated” with a particular phone number. In 
response, they received information for an associated number. 

Both the requested number and the associated number were 
subscribed to by the same individual. The plain language of ECPA 
and the legislative history support the position that the FBI is 
permitted to request and acquire information on associated 
numbers attributable to the same account. Therefore, the NSL was 
lawfully issued and the results were not an unauthorized 
collection. 

Please find enclosed summaries of the five IOB matters 
identified by the OIG report that OGC has determined are, indeed, 
reportable. Hopefully, the brief explanations above will satisfy 
you that the remainder of the 17 potential IOB matter identified 
by the OIG report were not, in fact, reportable. As always, 
however, the FBI has retained copies of the decisions if you wish 
to review them. 
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b7C 


b2 


SE^ET 

Please don't hesit ate to c ontact 

(202-324- 


General Counsel 
about any of these luts matters. 


me or Associate 
if you have questions 


Sincerely 


Julie F. Thomas 
Deputy General Counsel 
National Security Daw Branch 


1 - The Honorable Alberto Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. Matt Olsen 

Deputy Assistant Attorney General 
National Security Division 
U.S. Department of Justice 
Room 2200 C 

1 - Ms. Margaret Skelly-Nolen 
Acting Counsel 

Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 
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SEt'KEJ 


INTELLIGENCE OVER? 


3HT BOARD (I OB) MATTER 
1 DIV ISION 
2007 ] \ (U) 


(S) By electronic communication dated 0 7. /23/2007. the 
Federal Bureau of Investigation (FBI), | Field Office, 

renorted a possible Intelligence Ov prsinhh BnarH dnp ' 

Irpnnrh pri rhat on 11/29/2005] 

I I Special Agent In 

xnarge" eXdcutea a National Security Letter (NSL) pursuant to the 
Electronic Communications Privacy Act fEPPfl^ i a tt c r § 2709. 


" — 



aia not furnish the requested 


It is an open legal question whether the NSL 

sought records beyond the scope of ECPA, 18 USC § 2709 fa ) ! Th<=> 

NSL issued herein received legal counsel approval in the \ 

Field Office, a legal determination having been made that such 
records fall within ECPA, which allows the FBI to obtain 
"subscriber information and toll billing records information, or 
electronic communication transactional records." 18 USC 
§ 2709 (a) . 


PS) While it re mains un clear whether I w.q t. W as 

statutorily authorized,! | never provided Thus, 

there was never an unautnori zed collection in violation ot the 
NSIG and ECPA; the subjects rights were not violated. 

Nonetheless, in accordance with the reporting 
requirements of Section 2.4 of Executive Order 12863, this matter 
is being reported based upon the fact that the NSL may have 
inadvertently sought information unauthorized by the ECPA. The 
Office of General Counsel ("OGC”) has reported this matter to the 
FBI's Inspection Division for appropriate action. 
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b7 E 
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b7E 
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NTKT ,T .T OFINCK OVER S T GH T BOARD (IOB) MATTER 

I | T-»T -n-r t~y T“> -t— i t /'ll— « 


IOB MATTER 2007 


FT E LD OFF ICE 
|(U) 


Field Office 


By electronic communication riate cj^ February 22 


2007, the Federal Bureau Q.£ Investigation (FBI) 


reported that , on June 23, 2004, the 


FBI submitted a National Security Letter (NSL) se eking tel ephone 
toll billing records relating to a certain target | | Due to 

confusion as to when the investigation was to have expired, the 
NSL was erroneously issued after the expiration date of the case. 
Cla rification of the expiration date came to the attention of 


during an Office of Inspector General (OIG) 

’ was asked to 


FBI , 

audit m the Summer of 2006. FBI- 
sequester the provided phone recor^sl but they~ responded that the 
carrier provided them with a letter advising that there were no 
records associated with the NSL request. 


2007, FBI -[ 


M. 


Bv elect ronic communication dated February 22, 

] reported that, on November 23, 2004, FBI- 


Philade lphia submitted two N SLs in an intelligence investigation 
seeking ! I pursuant to a statute specifically 

made a yai Table for herm ri sm m^t-tpr-g only. These NSLs were 
issued! I This mistake was an error on 


the pair OT FBT[ 


} wno “has since sequestered all 


documents received from these erroneously issued NSLs. 


(U) 




Due to the incorrect actions stated above, FBI - 

las taken steps to sequester all documents obtained 

from these two inciden ts. The error s were discovered during an 
OIG audit of the FBI's ^ Field Office in the Summer of 

2006. Despite the inadvertent nature of the mistake, the fact 
remains that information was improperly collected. The improper 
collection of this information was a violation of the Attorney 
General's Guidelines for FBI National Security Investigations. 
Thus, the matter is being reported to the IOB. 
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INTELLIGENCE OVERSIGH T BOARD (I OB) MATTER 


(S) (S) 


bz 

b7E 

The 


Jfield o ffice 


I OB MATTER 2007 


Division renorted on 02/27/2007 


s) 


i Na tional 

[ter (NSL) was issued tor financial records I 

' j _ r- ril . _ ■ *• 


1 


Kinder authority of the Electronic Communications 

Privacy Act rather than the Right to Financial Privacy Act. The 
NSL was approved in an EC which also cited the incorrect legal 
authority and did not articulate the facts supporting its 
issuance. 


(U) This 
Inspection Division 


matter has been reported to the FBI's 
for appropriate action. 
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Precedence: ROUTINE 

To: Inspection 


Date : 

Attn: IIS, Room 11861 





Synopsis: ^ Report of a IOB matter. 
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Details : 
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Inspection From: 

^ 278-HQ-C1229736-VIO, 02/21/2007 


Di 

b2 

(1 b7E.. 


^8^ Description of I0B Error (including any reporting delays) 



(S) 




A 

,'Cjbl 

National Seem 

ritv Letter was approved 

hv t-hp 1 

Division 




1 

v-s 'i n 

ine EC requested consumer identifying 

i ti t nrraab j nnl 

r 


b2 

b'7E 

b7D 

b4 

(S) 


Ttie NBh requested that the FBI be p rovided with 


and a 1 1 — cLtJa, 


Ci-tr T-rrfWymaf t ^t-, 


I 


(U) 


b2 

b7E 

b6 

b7C 


| I This 

appears to De a potential I OB violation due to the N SL requesting 
FCRA consumer full credit repor t when the SAC appr oveTan Eclor 
consumer identifying inf o and financial institutions . It was tne 
writer’s intention to request the full credit report at the time of 
the NSL was prepared and the writer miss read the example for the 
this type of NSL. 

t&j The reasons for the delay on reporting this potential IOB 
violation are as follows: 


<d[ 




the 01 G conducted an NSL audit 


was not aware of the listed mistake until 


\ 


V 


]. At that time 


interviewed by an QIC Inspector over the telephone and was 


x 


not informed that there was an potential IOB violation. 


( 2 ) 


until being notified by CDC 


was not advised of the potential IOB violation 


on 02/21/2007. 
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SECRET 

To: Irniepection From: 

Re: ' 278-HQ-C1229736-VIO, 02/21/2007 


LEAD ( s ) : 
Set Lead 1; 


(Action) 


INSPECTION 

AT WASHINGTON, DC 


(U) For action deemed appropriate. 
Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) For action deemed appropriate. 


♦♦ 
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{U) Consumer reports received from a consumer 
reporting agency must be clearly identified when reported in any 
Bureau communication. Subsequent dissemination of such 
information is prohibited, except to other Federal agencies or 
military investigative entities as may be necessary for the 
approval or conduct of a foreign counterintelligence 
investigation. 

(U) The Supervisor affirms that you, the Case Agent, 
have checked all of the appropriate FBI databases regarding a 
prior request by any field office for the material requested. The 
requested material does not appear to be available from public 
sources. 


QJ] Any questions regarding the abo ve can be di rected 

1 Fie ld Division, Att ention: SFO 

phone number | | 


(S) This electronic communication d ocuments the SAC 's 
approval and certification of the enclosed NSL . I I 


expenanci . ec 
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V~\ r / F'l 

KJ I i-J 

(S) 



(U) On 11/09/2001, the Director designated the 
official signing the enclosed letter as authorized to make the 
required certification. 


(K) I should remind that, under 

Title 15, United States Code, Section 1681v(c), it is prohibited 
from disclosing that the FBI has made this request. In addition. 


(Hi Arrangements should be made) |to 

provide the recor ds personally to a representative of your 
office . f ~l should neither send the records through the mail 

nor utilize | ■ in any telephone calls to 

your office. should not contact FBI HQ directly in any 

manner. 


experianci . ec 
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LEAD ( s ) : 

Set Lead Is (Info) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) NSLU is requested to record the appriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 2 : (Action) 



♦♦ 
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FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 


To: 


Counterterrorism 


Date: 03/08/2007 

Attn: Squad 17A 

Attn: ITOS 1/ CONUS 4 /Team 15 


b6 

b7C 

b2 

b7E 

(U) 


(U) 


(U) 


(U) 


Inspectior’ 


Attn: 


Internal Investigative 
Secti<?£i 


Attn : 


Rm. 11865 


From: General Counsel 

National Security Law Kranch/CTLUl/LX- 1/3S-10 0 

Contact : 


Approved By: 

Drafted By: 
Case ID #: 

bl 

Ti t lib 2 

b7E 


Thomas Julie 


MET 



2 7 8 - HO - C .i_2 2 !> 7 3 6 - 

V IO"’i Pendincr) 

Is) 


INTELLIGENCE OVERSIGHT BOARD 

( 

IOB) MATTER 2007- 


b2 


Synopsis: It i.s the opinion of the Office of General 

Counsel ("OGC") that the above-referenced matter need not be 
reported to the Intelligence Oversight Board ("IOB"). Our 
analysis follows. 


M 
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Declassify On: 03/08/2032 
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Administrative: (U) This communication contains one or more 

footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect. 
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<UJ b 


b7E ro: 

Re : 


bl 
b6 
b 7 C, 
b2 
b7E 


IS) 


(S) 


1 o 

-k.7 /—> 


blE 

bl 

b6 

b7C I) 

b7D 

b4 


(S) 


(U) 

b2 

b7 


E 





From : General Counsel 

i Xf 27B-H0-C l l22 9 736-VIO, 03/08/2007 


(S) 


By electronic co mmunication (EC ) dated F ebruary 


Details : 

21, 2 007. r e f erenced above , 1 the 


Division 


reported a possible IO B error in conjunction w ith 

its munt-prfprmriBm investigation" 

I In this regard, 1 reported 


that on February 21, 2007, it became aware that the Office of 
Inspector General ("OIG") had identified a potential IOB 
violation du ring the OIG ' s pr evious audit. Specifically, OIG 
advised that[ 
r { 

j ol ; 

(S) 


issuance of a National Security 

Letter {"NSL") on November 12, 2004 may have constituted an 
IOB violation.'' 


Trequested [ 


[ T1ip MET, IB filled by 

Jproviae a copy ot a consumer 


report and all other informa tion contained in its files 

J The NSL properly cited to the Fair 


Credit Reporting Act {"FORA") , 15 U.S.C. §1681v, as the. 
statutory basi s for the request. The NSL was signed by’ 


served 


| Special Agent in Charge ("SAC") and subsequen tly 


(X) The EC accompanying the NSL, which was also 
signed by the SAC, approved the issuance of an net. 11 ramiest-i n g 
consumer identi fying .information limited to I I 


The dra fter of this EC mi stakenlv include d language 


request mg | 
language req uesting^ 


accurately reflected this intent. See, 


1. It wasP 3 

credi 

- rpnort 1 


1 upon 


— 

SC. 



. X> As required by Executive Order (E.O.) 12863 and 

Section 2-56 of the National Foreign Intelligence Program 


Manual ( "MFIPM ; ) , OGC was tasked to determine whether] 


b2 

b7E 


(U) See, RC 1 tom the 


^Division to the General Counsel, 


dated 02 / 21 / 07 , Case I.nfl 278 KQ-C 1229736 - VIO, Serial 2204 , titled 
"Intelligence Oversight Board Matter." 


<U) Id. 
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(D) 


b2 

b7E 


To: 

Re: 


SECI*S^ 


From: General Counsel 

27 8 -HQ- C 122 97 3 6 -VIO, 03/08/2007 


I issuance of the NSL’s described above is a matter 
which must be reported to the IOB. It is not. 


(U) Section 2,4 of E.O. 12863, dated 09/13/1993, 
mandates that Inspectors General and General Counsel of the 
Intelligence Community Components (in the FBI, the Assistant 
Director, INFD and the General Counsel, OGC, respectively) 
report to the IOB ” concerning intelligence activities that 
they have reason to believe may be unlawful or contrary to 
Executive Order or Presidential Directive." This language was 
adopted verbatim from E.O. 12334, dated 12/04/1981, when the 
IOB was known ns the President's Intelligence Oversight Board 
("PIOB") . By b ng standing agreement between the FBI and the 
IOB (and its predecessor, the PIOB) , this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the JJ-SIGs, or other guidelines or regulations 
approved by the Attorney General in accordance with E.O. 
12333, dated 12/04/1981, if such provision was designed in 
full or in par' to ensure the protection of the individual 
rights of U.S. persons. Violations of provisions that are 
essentially administrative in nature need not be reported to 
the IOB. The FBI is required, however, to maintain records of 
such administrative violations so that the Counsel to the IOB 
may review ther upon recmest . • 

(U) .Section 2.4 of E.O. 12863, dated 09/13/1993, 
mandates that Inspectors General and General Counsel of the 
Intelligence Community components (in the FBI, the Assistant 
Director, Inspection Division, and the General Counsel, OGC, 
respectively) report to the IOB all information "concerning 
intelligence activities that they have reason to believe may 
be unlawful or contrary to Executive order or Presidential 
directive . " 


(S) 


bl 

b7D 

b2 

b 7E 
b4 


Although the November 12, 2004 EC erroneously 
the issuance of an NSL requesting consumer 
identifying information, the NSL served upon the provider 
correctly requester- | ~| and cited the 

appropriat e stu \k: <ry autnonti.es for said re quest . The|~ 

I I SAC -b Ulrd the NSL which was served 


and no o ve r-co 1 J e c c 1 on occurred when 


furnished(_ 


with responsive | | These actions 

constitute a clerical error on behalf of the FBI but do not 
amount to an IOB and/or FORA violation. 


] 
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SECR 


b2 j 

...To: 


b7E 

Re: 

f&f 27 8 CL 




Frono General Counsel 
129736 -VIO, 03/08/2007 


(U) Based upon these facts, in accordance with the 
terms implementing t:.he reporting requirements of Section 2.4 
of EO 12863, it is our opinion that, this error need not be 
reported to the LOB . A record of this decision should be 
maintained in he control file for future review by the 
Counsel to the JOB. 
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^SfeQRl 


(U) 


To: 
Re - 




:ret 

From: General Counsel 

2"7"5 -HQ-C122 97 36-VIO, 03/08/2007 


b2 

b7E lead (s) : 

Set Lead 1: (Info) 


(U) Read and clear. 

Set Lead 2: (Info) 

COUNTERTERRORISM 

AT ITOS 1/CONUS 2/TEAM 7 
(U) Read and clear. 

Set Lead 3 : (Action) 

INSPECTION 
AT IIS 

(U) INSD should retain a record of the report of the 
potential IOB matter, as well as a copy of the OGC opinion 
concluding that IOB notification is not required, for three years 
for possible review by Counsel to the IOB. 


♦♦ 
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b6 
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b2 
b7E 
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Approved By: 


Attn: 

Attn; 

Attn: 


Date: 02/21/2007 

IIS, Room 11861 

NSLB, Room 7Q7S 

SSA 


CPC /Legal Unit 
CPC 


(Uj Drafted By: 

cb2 ID # : 

1)7 E 



W. c 


2 78 - HO - Cl 2 2 9736-VIO 
278 


(U) 


[C136372 ^ 

Title: (U) INTELLIGENCE OVERSIGHT BOARD (IOB) MATTERS 

Synopsis: Report of a Potential IOB matter. 


bl 


(UJ 

Details 

1) 


K 


) 


Derived ' s E(rpifi : G-3 

Declassi^xOn : XI 


(UJ 


(U) 


(U| 


b7C 
b2 
b7E 
bl 
b6 
. b 7 

iX 



4 . No Foreign Intelligence Surveillance Act (FISA) request 
Has' been submitted to Office of Intelligence Policy and Review, 
Department of Justice (OIPR) . 


5 . 


IOB Error: 


I 


lit ( C,(vr; 

b6 X 


b7C 


DATE : 06-04-200? 

CLASSIFIED BY 65179 DHH/KSR/JW 
REASON: 1,4 7 C) 

DECLASSIFY DM: 06-04 2032 


SE)S^ET 


AIL INFORMATION CONTAINED 
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(Rev. 01-31-2003) 


SEbiR.ET 

FEDERAL BUREAU OF INVESTIGATION 


b6 

b7C 

b2 

b7E 


'17) 

02 

(UJ 


Precedence! 
To : 


ROUTINE 


Date: 03/13/2007 


Attn: 



Counterterrorism 

Inspection 


Attn: 

Attn: 


ITOS 1, CONUS 4 
IIS, CRS 


From: General Counsel 

rmint.prtprrnri sm T.aw Un it l/LX-1 3S100 

Contact : 

Approved By: 



Drafted By: 

Case ID #: (U) 278-HQ-C1229736-VIO'"{ftinding) 

Title: INTELLIGENC E OVERSIGH T BOARD 


MATTER 2007 


Synopsis: It is the opinion of the Office of the General 

Counsel (OGC) that this matter is not reportable to the Intelligence 
Oversight Board (IOB) . Rather, it should be maintained in the 
control file for periodic review by Counsel to the IOB. Our analysis 
follows . 


(U) Derived\E4:om : G-3 

Declassify On: 03/13/2032 


b2 
07 E 


06 

b7C 


(U) Administrative: j^) This electronic communication {EC) 

con tains informati on from: (1) the EC dated 0 2/21/2007 from 


the 


! 


to OGC 


Field Office 

reporting a potential IOB matter; and ( 2 ) automated case 
support (ACS) . 


Reference: 

(U) 


Jit- 

(U) 278-HQ-C1229736' Serial 2205 

(V) 278 p^ -C136372 Serial 126 

DATE : 06-04-2007 



CLASSIFIED BY 65173 DMi/KSK/JK 
PEAS OH: 1.4 ( C ! 

DECLASSIFY OK: 06-04-2032 


ALL IMF0EHATI0K E0HTAIKEC' 

HERE III IS TJIICLASSiFIED EXCEPT 
WHERE SHOOT OTHERWISE 
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To: 
Re : 


| From: 

278-HQ-C1229736-2205 , 



Office of the General Counsel 
03/13/2007 


b2 
b 7 E 1 


Details: (V) By EC dated 02/21/2007, requested 

that OGC review the facts of the captioned matter and determine 
whether it warrants reporting to the IOB. As explained below, 
in our opinion, the FBI is not required to report this matter 
to the IOB. 


r 




(S) 


Special Agent In Charge executed two documents (1) a National 
Security Letter (NSL) pursuant to the Electronic 
Pnirnimni nati ons Privacy Act (ECPA) , 18 U.S.C. § 2709, 

land (2) an EC approving the issuance of such NSL. 



bl 


bl 
b7D 
b4 


jtSjT The EC approving the issuance of the NSL contained 

(S) an error. Due to an apparent typographical error, it 

mistakenly authorized the issuanc e of an NSL| 

I 1 However, as stated above, 

the NSL stated the correct telephone numbers. 




information which confirmed [_ 


provided subscriber 


numbers 
or received! 


ia 


7 . jf the authorizing EC. 


was in fact the subscriber for ] 
set fnrt.h in t he NSL. No information was ever 

relating to the wrong number set forth in 


telephone 

sought 


(U) The President, by Executive Order 12334, dated 
12/04/1981, established the President's Intelligence Oversight 
Board (PIOB) . On 09/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) 
and established the Board as a standing committee of the 
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b2 

b'7E 


To : 
Re: 



| From: Office of the General Counsel 

2 78 -HQ-C 122 9 7 36 -2 20 5 , 03/13/2007 


President’s Foreign Intelligence Advisory Board. Among its 
responsibilities, the IOB has been given authority to review 
the FBI's practices and procedures relating to foreign 
intelligence and foreign counterintelligence collection. 

{ U ) Section 2.4 of Executive Order 12863 mandates that 
Inspectors General and General Counsel of the Intelligence 
Community components (in the FBI, the Assistant Director, 
Inspection Division (INSD) , and the General Counsel, Office of 
the General Counsel (OGC) , respectively) report to the IOB 
intelligence activities that they have reason to believe may 
be unlawful or contrary to Executive Order or Presidential 
Directive. This language has been interpreted to mandate the 
reporting of any violation of a provision of The Attorney 
General's Guidelines for FBI National Security Investigations 
and Foreign Intelligence Collection ( NSIG ) , effective 
10/31/2003, or other guidelines or regulations approved by the 
Attorney General in accordance with EO 12333, dated 
12/04/1981, if such provision was designed to ensure the 
protection of individual rights. 

(U) Violations of provisions that merely are 
administrative in nature and not deemed to have been designed 
to ensure the protection of individual rights are generally 
not reported to the IOB. The FBI Inspection Division is 
required, however, to maintain records of such administrative 
violations for three years so that the Counsel to the IOB may 
review them upon request. The determination as to whether a 
matter is "administrative in nature" must be made by OGC. 
Therefore, such administrative violations must be reported as 
potential IOB matters. 

(U) NSLs are a specific type of investigative tool that 
allows the FBI to obtain certain limited types of information 
without court intervention: (1) telephone and email 

communication records from telephone companies and internet 
service providers (Electronic Communications Privacy Act, 18 
U.S.C. § 2709); (2) records of financial institutions (which 

are very broadly defined) (Right to Financial Privacy Act, 12 
U.S.C.§ 3414(a)(5)(A)); (3) a list of financial institutions 

and consumer identifying information from a credit reporting 
company (Fair Credit Reporting Act, 15 U.S.C.§§ 168 lu (a) and 
(b) ) ; and (4) full credit report in an international 
terrorism case (Fair Credit Reporting Act, 15 U.S.C. § 1681v) . 
In addition to FCRA, 15 U.S.C. §§ 1681u(a) and (b) information 
(financial institutions and consumer identifying information) , 
under 15 U.S.C. 1681u(c), if certain factors are met, the FBI 
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b2 

b7E 


To : | | From : 

Re: 278 -HQ-C1229736 -2205 , 



Office of the General Counsel 
03/13/2007 


is able to obtain full consumer reports in both 
counterintelligence and international terrorism investigations 
by an ex parte court order. 

Here, 

I I the FBI properly served an NSL t hat requested 

^ . lawful information. In the NSL, I ^^^re quested the 

b2 | Because tne MSt contained tne 

b7E correct telephone numbers, the fact that the authorizing EC 
contained an apparent typographical error neither resulted in 
the issuance of an erroneous NSL, nor an unauthorized 
collection in violation of the NSIG and ECPA. 


(U) Based upon these facts, in accordance with the terms 
implementing the reporting requirements of Section 2.4 of EO 
12863, it is our opinion that this error is not reportable to 
the IOB . The apparent typographical error in the EC 
authorizing the issuance of the NSL did not result in the 
issuance of an inaccurate NSL or an over collection. A record 
of this decision should be maintained in the control file for 
future review by the Counsel to the IOB. 
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b2 

b7E 


To : 
Re : 


| From: 

278-HQ-C122 9736-2205, 



Office of the General Counsel 
03/13/2007 


LEAD ( s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) INSD should retain a record of the report of the 
potential IOB matter, as well as a copy of the OGC opinion 
concluding that IOB notification is not required, for three years 
for possible review by the Counsel to the IOB. 

Set Lead 2: (Info) 

COUNTERTERRORISM 

AT WASHINGTON. DC 
(U), For information. 


b2 

b7E 


Set Lead 3 : (Action) 



cc : Ms. Thomas 

b6 

k n n 

IOB Library 

♦♦ 
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r'D-962 (Rev. 03-21-2005) 


SE^E5 


Precedence 
To : 


FEDERAL BUREAU OF INVESTIGATION h9 

07 - 

03/08/2007 


ROUTINE 
/ 

Inspection /' 
General Counsel 


Attn 

Attn 

Attn 


Date : 


IIS, Room 11861 
NSLB, Room 7975 
CDC/Legal Unit 



m ,b 2 .^opsis: <Y) 

(Up requests that 

b 7 E 


The i 
the bffice o 


_ Division reports a possible IOB matter and 
f General Counsel (OGC) review the facts of 
the captioned matter and determine whether it warrants reporting to 
the IOB. 


(U>- 


( 


Deriv^d/£rom : G-3 

Declassify On : XI 


Details 

(S) 1. 


bl 

b6 

b 7 C 

b 7 A 

b2 

b 7 E 

b 4 

b 7 D 


) 

(s 

bl 


(X) 2 . 

by the 
reaue.st fvTT 


A Nat ional Security Letter 
iDivision and servedl 


-J was approved 

Th -; 0 mci | 


Analyst [ 


] FBI Investigative 


result to SA 


n 


received and forwarded the returned NSL 


(X) The results provided additional information that was not 
requested in the NSL. This ^ddi^iional information included 


b 6 

b 7 C 




LIMqx'' ( 

mi i <7 

I'-aui. ct 1 -'. 

M 

)4'~2( 

t v — 

307 

Usln 




CLASSIFIED BY 65179 
PSAS OH; 1.4 <Cj 
DECLASSIFY OH: 06-04-2032 


/^E^ET /: 5 J? 

ALL IHF0PFA.TI0H CONTAINED 
HEREIN IS It; CL AS SI FI ED EXCEPT 
NSL VIO-ISOSP^ SHOtJH OTHERWISE 











C&3 Upon discovery of this inf ormation, Sfl [ H co ntacti 

CDC AGC and Investigative Anal vst- I 

advise d them of what had been returned to him 

lis the I Division contact for N SLs regar ding 

In accordance with CDC ACG I ""linst-t-i 

separated the improperly Provided infnrtnatinn.T 


and presented the m to the CDCs office in order for them to be 
sequestered, until | receives clear guidance from NSLB for 

disposition of these documents. The information from these documents 
has not been uploaded into ACS or put into any case file. 



NSL VIO-1801 







SE&RE1 

I \ 


To: Inspection From: , , 

t>7E(U) Re: ... Jg'f 278-HQ-C1229736-VIO, 03/08/2007 

LEAD (s) : 


Set Lead 1 : (Action.) 


INSPECTION 

AT WASHINGTON. DC 

(U) For action deemed appropriate. 
Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) For action deemed appropriate. 


♦♦ 
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b6 

b7C 

b2 

b7E 


Precedence : ROUTINE 


Date: 03/22/2007 

To: 



Attn: 

SAC 





CDC 


Counterterrorism 

Attn : 

ITOS 1, CONUS 2, Team 


Inspection 


Attn: 

IIS 

From: General Counsel 

National Security Law/Rram-L 

<~“T'r T-M I_S£J 3_r> g 


(U) 


b2 

(U) 




iU) 


Intelligence Over sight. Rn aH 
( I OB) Matter 2007- 

Synopsis: (X) It is the opinion of the Office of the General 

Counsel (OGC) that the above referenced matter need not be reported 
to the Intelligence Oversight Board (IOB) . Our analysis follows. 




Derived/From : G-3 

Decla^si^y On: 03/22/2032 


(IT) 

IU) 

b2 

b7E 


Reference: (X 278-H0-C1229736-VTO- 229R 

(sr 


bl 

,b2 


<X. 


Detet 

and b' ' erenced above, the f b ivision F , fe n 0rcea to 
the , OGC' s National Security Law Branch (NSL bj and th e Inspection 
Division this potential IOB matter. 


^_ e - eC ^ r0 ? ic commu pi ca ticn f i£LCJ_dahe | d 03/14/2007 

reported to 


_L£1 


bi 
b6 
b7C 
b2 
bl 
b7D 

b 2 3IG/D0 J HEVb 7 c 
b7E FBI INVESTIGfflim-T 

b4 3IG/00J INVESTIGATIonT 


1 Ju WUU 

requested subscriber information 


JNational Security TiPtt^r- 


r 


b6 


PATH: X /f - / 


SECRET 


Cl 


JDATE*. 06-04-1007 


ALL INFORMATION CONTAINED 
KEPrIII IS TWCLA5SIFIEP EXCEPT 
•fJHERE SHOWN OTHERWISE 


Y 65179 ^03 


CLASSIFIED BY 
REASON: 1.4 (C) 
DECLASSIFY ON: 06-04-203: 










(U) 


cks^r 


SEC 

To: Counterterrorism From: General Counsel 

Re: 278 -HQ-C1229736-VIO, 03/22/2007 

under the authority of Executive Order 12333, dated December 4, 
1981, and pursuant to Title 18, United States Code (U.S.C.), 

Section 2709 (Section 201 of the Electronic Communications 

Privacy Act of 1 986) (as — amended! — Snec^ f icallv sought- werp 



tne results he 
additional information 


When the c ase agent. [ 
discovered 


^ I I iiou pi u 

that was not Hpsr.dhoH T 


Jttus Lfe^ult: 

reviewed 

had prnvi H pH 


(X SA 


bl 

b6 

b7C 

jd2 

b7E 

b7D 


. . I contact ed AGC 

CDC's offi ce immediately. a nr 
segregate: I li 1 


m 


'he 


advised the SA 


X 




forwarded to the CDC's office inf 
these instructions. ! 


advised that th!i5 inf ormat ion sho uld be~ 

] complied with 


1 


SA[ 


The additional information has been received 
and sequestered in the CDC's office. None of the information was 
uploaded into ACS or placed in the case file. 

1 O /n„ /, no-, (u) The Presiden t, by Executive Order 12334, dated 
12/04/1981, established the President's Intelliaence Oversiqht 
Board (PIOB). On 09/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) and 
established the Board as a standing committee of the President's 
oreign Intelligence Advisory Board. Among its responsibilities, 
tne IOB has been given authority to review the FBI's practices 
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(U) . To: Counterterrorism From: General Counsel 

Re: (^0 27 8-HQ-C122 97 3 6-VIO, 03/22/2007 

and procedures relating to foreign intelligence and foreign 
counterintelligence collection. 


(U) Section 2.4 of Executive Order 12863 mandates that 
Inspectors General and General Counsel of the Intelligence 
Community components (in the FBI, the Assistant Director, 
Inspection Division (INSD), and the General Counsel, Office of 
the General Counsel (OGC) , respectively) report to the IOB 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive Order or Presidential 
Directive. This language has been interpreted to mandate the 
reporting of any violation of a provision of The Attorney 
General’s Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection (NSIG) , effective 10/31/2003, or 
other guidelines or regulations approved by the Attorney General 
in accordance with EO 12333, dated 12/04/1981, if such provision 
was designed to ensure the protection of individual rights. 
Violations of provisions that merely are administrative in nature 
and not deemed to have been designed to ensure the protection of 
individual rights are generally not reported to the IOB. The FBI 
Inspection Division is required, however, to maintain records of 
such administrative violations for three years so that the 
Counsel to the IOB may review them upon request. The 
determination as to whether a matter is "administrative in 
nature" must be made by OGC. Therefore, such administrative 
violations must be reported as potential IOB matters. 


(U) 


bl 


(S) 

bl 
b7D 
2 

7E 
4 


(/0 NSLs are a specific type of investigative tool that 

allows the FBI to obtain certain limited types of information 
without court intervention: (1) telephone and email communication 

records from telephone companies and internet service providers 
(Electronic Communications Privacy Act, 18 U.S.C. § 2709); (2) 

records of financial institutions (which is very broadly defined) 
(Right to Financial Privacy Act, 12 U.S.C.§ 3414(a)(5)(A)); (3) a 

list of financial institutions and consumer identifying 
information from a credit reporting company (Fair Credit Reporting 
Act, 15 U . S . C . §§ 1681u(a) and (b) ) ; and (4) full credit report in 
an international terrorism case (Fair Credit Reporting Act, 15 
U.S.C. § 1681v) . NSLs may be issued in co nformity wi th cit-afnt-^ry 
requirements, including 18 U.S.C. § 2709. 


! 


. . x, In this instance, | 
requesting snhsnri h^ r informal- ionT 


irioe 
me I 


proper]'' an ^NSL 


-r 


mat requested in the NSL. 


res ponsive records ) aue to an error by 

] also received records beyond the scope of 


SE<^r; 
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(U> 


bl 

b'7D 

b4 

(TJ) 


sfe^R 


RET 


error is not 


(S) 

bl 

b7D 

b2 

b7E 

b4 


To: Counterterrorism From: General Counsel 

Re: (^) 27B-HQ-C122 97 36-VIO, 03/22/2007 

(S) )>4 Based on our analysis , ] 

reportable to the IOB as the FBI has not acted unlawfully or 
contrary to Executive Order or Presidential Directive. 

(^) Based upon these facts, in accordance with the 

terms implementing reporting requirements of Section 2.4 of EO 
12863, it is our opinion that this error is not reportable to the 
IOB. A record of this decision should be maintained in the 
control file for future review by the Counsel to the IOB. 

M Since the additional records in this instance are 
still relevant to the authorized investigation, the additional 
records may be maintained by the FBI if an add itional NSL is 

3 should contact 


served for tho se records. Otherwise, 


1 


and ask whether the improperly or unintentionally 


acquired information should be returned or destroyed with 
appropriate documentation to the file. 
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To: Counterterrorism From: General Counsel 

Re: ">$} 278-HQ-C1229736-VIO, 03/22/2007 


LEAD (s) : 


Set Lead 1: (Action) 


DZ 

b7E 


( 5 ) 



bl 

b7D 

b2 

b7E 

b4 


Field Office should serve an additional 

N.L. for thbb relevant records, or in the alternative, contact 

an< ^ as whether the improperly or unintentionally 

acquired information should be returned or destroyed with 
appropriate documentation to the file. 

Set Lead 2: (Info) 

COUNTERTERRORISM 


AT WASHINGTON, DC 
(U) For information. 

Set Lead 3 : (Action) 

INSPECTION 

AT WASHINGTON. DC 

(U) INSD should retain a record of the report of 
the potential IOB matter, as well as a copy of the OGC opinion 
concluding that IOB notification is not required for three years 
for possible review by the Counsel to the IOB. 
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This communication, consistent with the directives in the 
referenced communication, provides this information to report these 
potential IOB provider errors for whatever action is deemed 
appropriate . 
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AT WASHINGTON, DC 

(U) For action deemed appropriate. 
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.requested that 


Details: By EC dated 02/20/2007^ 

OGC review the facts of the captioned matter and determine 
whether it warrants reporting to the IOB. As explained below, in 
our opinion, the FBI is not required to report this matter to the 
IOB. 
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As explained in the above referenced EC, during a 
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(U) The President, by Executive Order 12334, dated 
12/04/1981, established the President's Intelligence Oversight 
Board (PIOB) . On 09/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) and 
established the Board as a standing committee of the President's 
Foreign Intelligence Advisory Board. Among its responsibilities, 
the IOB has been given authority to review the FBI's practices 
and procedures relating to foreign intelligence and foreign 
counterintelligence collection. 


\U) Section 2.4 of Executive Order 12863 mandates that 
Inspectors General and General Counsel of the Intelligence 
Community components (m the FBI, the Assistant Director, 
Inspection Division (INSD), and the General Counsel, Office of 
the General Counsel (OGC) , respectively) report to the IOB 
7-^t e^ 1 i gence activities that they have reason to believe may be 
unlawful or contrary to Executive Order or Presidential 
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Directive. This language has been interpreted to mandate the 
reporting of any violation of a provision of The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection ( NSIG ) , effective 10/31/2003, or 
other guidelines or regulations approved by the Attorney General 
in accordance with EG 12333, dated 12/04/1981, if such provision 
was designed to ensure the protection of individual rights. 
Violations of provisions that merely are administrative in nature 
and not deemed to have been designed to ensure the protection of 
individual rights are generally not reported to the IOB. The FBI 
Inspection Division is required, however, to maintain records of 
such administrative violations for three years so that the 
Counsel to the IOB may review them upon request. The 
determination as to whether a matter is "administrative in 
nature" must be made by OGC . Therefore, such administrative 
violations must be reported as potential IOB matters. 


NSLs are a specific type of investigative tool that 
allows the 'FST to obtain certain limited types of information 
without court intervention: (1) telephone* and email communication 

records from telephone companies and internet service providers 
(Electronic Communications Privacy Act, 18 U.S.C. § 2709); (2) 

records of financial institutions (which is very broadly defined) 
(Right to Financial Privacy Act, 12 U.S.C.S 
list of financial institutions and consumer 
information from a credit reporting company 
Act, 15 CJ.S.C.§§ 1681u(a) and (b) ) ; and (4) 
an international terrorism case (Fair Credit 
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3414 (a) (5) (A) ) 
identifying 

(Fair Credit Reporting 
full credit report in 
Reporting Act, 15 


U.S.C. § 1681v) . NSLs may be issued in conformity with statuto ry 
requirements, including 18 U.S.C. § 2709! 


(U) 

FBI prope 


C 


obtained] 


Xi Here, dur ing 
:ly served NSLs | ” 

1 In respons e t 


.five 




T"FTe' 


.investigations, 

£ 


the 


properly served NSLs, the FBI_ 
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which wa£ requested. Once information not requested 
the field should contact the company and ask whether 
acquired information should be returned or 
documentation to the file. 


is received, 
the unintentionally 
destroyed with appropriate 
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(U) Based upon these facts, in accordance with the 
terms implementing the reporting requirements of Section 2.4 of 
EO 12863, it is our opinion that this error is not reportable to 
the IOB. A record of this decision should be maintained in the 
control file for future review by the Counsel to the IOB. 
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Field Office should contact the 

credit companies and ask whether the unintentionally acquired 
information should be returned or destroyed with appropriate 
documentation to the file. 


Set Lead 2: (Action) 


INSPECTION 

AT WASHINGTON. DC 

( U ) INSD should retain a record of the report of the 
potential IOB matter, as well as a copy of the OGC opinion 
concluding that IOB notification is not required, for three years 
for possible review by the Counsel to the IOB. 

Set Lead 3: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON. DC 
(U) Read and clear. 

CC : Ms . Thomas 

6 IOB Library 

7C 
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